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Preface

Purpose

Audience

PREFACE

This preface describes the purpose, audience, iaegaom, and
conventions of this guide

The preface covers these topics:
Purpose, page 1
Audience, page 1

Conventions, page 2

TheNetgenium ALK3704-1P Manugrovides information about
installing and configuring the Netgenium ALK37044tek controller

TheNetgenium ALK3704-1P Manua written for network
administrators and installers responsible for ilietaand configuring
the Netgenium ALK3704-1P. This guide requires knedge of IP
networking, technology.
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Conventions

This document uses the following conventions:

BOLD ORANGE  fontis used to show Navigation steps to
configure a feature

BOLD RED font is used to indicate a button or hyperlink

BLUE font is used to indicate a label on the web page




Overview

CHAPTER 1

HARDWARE OVERVIEW

The Netgenium ALK3704-IP Lock Controller is an IE®E.3af or
high powered POE Plus device. It is capable of sdwawering any
industry standard 12 Vdc locking hardware and u$ ¢tard readers
(up to a max power budget of

2A @ 12Vdc).

The controller has 1 RJ 45
style socket for connection to
the LAN. The LAN interface
is a standard 10/100 network
connection. The screw
terminals enable connection
of locking hardware, readers
and a host of I/O devices
(RTX, Emergency Breakglas:

AN Interface

The unit is designed to be mouriteu verucany oveg or sunavie
surface above the door to be secured
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Powering the Unit

The ALK3704-IP can be powered from any class 3 opl-EE
802.3af or high power POE plus power source vid il interface.
Please note that if an IEE802.3af power sourcees o power this
device, available power is reduced to 800mA @ 12.Vd

Resetting the Unit

The ALK3704-IP can be reset by removing power ®uhit or
pressing the Reset button visible on the front paneia the software
options.

The Restore Factory Default Configuration

ALK3704-1P configuration can be restored to factdefaults by
pressing the Default button; this will cause thst8sn Status LED to
flash Green/Magenta

for approximately 30 seconds. If the Reset butsopréssed during
this time the system will restore the factory défaanfiguration. If
the Reset button is not pressed, after 30 sectedSyistem Status
LED will revert to its normal condition.
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Front Panel Indications

There are two LED’s visible on the front panel loé tontroller; these
provide status indications for the system and ngtwo

The system indications are indicated below:

Indication Condition
Flashing Normal Operation
Blue/White
Flashing Normal Operation
Red/Green Door Unlocked
Flashing Normal Operation

Blue/Magenta Wiegand Card Read Detected

Flashing Factory Default Condition
Green/Magenta If the unit is reset in this condition
the configuration options will be
reset to factory defaults

©eow




Installation

CHAPTER 2

HARDWARE INSTALLATION

The unit is designed to be mounted vertically avadl or suitable
smooth surface above the door to be protected. &aainoller is
supplied with a fixing kit containing:

4 x wall plugs
2 x 25mm screws (top fixing)
2 x 50mm screws (bottom fixing)

To fix the controller to the wall:

Use the template supplied to drill 4 holes

Insert the wall plugs into the holes

Using the two 25mm screws. Screw each fixing ihtatop
holes, leaving approximately 5mm protruding.

Locate the unit on the top fixings

Use the 50mm screws to secure the unit througbdaltem
fixings (see fig 2.1)
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Top Fixings (blind hole)

Bottom Fixings (through hole)

Figure2.2 ALK3704 fixings
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Inputs And Outputs

ov o

CHAPTER 3

INPUTS AND OUTPUTS

All of the 1/O devices e.g. locking hardware, ceedders, exit
switches etc. are connected to the controllershgasscrew terminals,
shown below.

LK1 LK2 CM1 HNO1 NC1 1 12 13 14 15 16 17 18 19 110 11 112

12V 12y

12R EM1  EM2 CM2 HNOZ NC2 O1 02 03 04 05 0B o7 08 09 o1 on 012

Figure 3.1 I/O Terminals

This chapter will describe the connection of thestm@mmon 1/O
components, the lock hardware, card readers, RTiXIsw&nd
emergency break glass.

The unit will also support and power up to two Wird card readers.

Application notes containing are available forleaapported
manufacture.

The ALK3704-IP is designed to use POE to powelfits®d locking
mechanism and I/O devices up to a maximum of 2A2d/dc.

When designing a solution care should be takemsare this budget
IS not exceeded.
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Inputs And Outputs

Connecting Lock Hardware

ALK3704-1P

Door Strike

Magnetic Lock

LK1 ov LK2 ov

The ALK3704 — IP
controllers will support up
to two 12Vdc magnetic

lock up to a maximum ‘ ‘ ‘ ‘
overall load of 2A. The

12Vdc required to energise H H H H
the lock(s) is supplied and 12v o 12V o
switched by the controller Mag Lock 1 Mag Lock 2
via the LK1, LK2 and OV

terminals as illustrated in Fig
3.2.

ALK3T704-IP

Ensure the lock mechanism you are connecting hek BEIF
Protection — most have. If not a Back EMF Diodéype 1N4001 or
equivalent must be fitted (see Figure 3.3).

Door Strike

The ALK3704 — IP controllers will
LK1 o LK2 W support up to two 12Vdc magnetic

locks up to a maximum overall load of
2A @ 12Vdc. Door strikes are

available as both fail secure and fail
safe. Both types require 12Vdc to

‘ ‘ operate, however a fail secure door
| | | | | | | | strike is locked when no power is
2V o 12v o

present and requires 12Vdc to release

1 . . .
the mechanism, a fail safe door strike
Back EMF Back EME is unlocked when no power is present
Diode Diode and requires 12Vdc to lock the

mechanism.
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Both types of mechanism are supported by the clbeitrd he wiring
is identical for both types, see Figure 3.3. Ttekltype is selectable
when configuring the controller (see the Administna Guide).

When connecting a door strike to any ALK3704 —Ik ppecial
attention to the Back EMF Diode. This must be dittEailure to do so
could result in the controller being damaged whenlock
mechanism is de-energized.

The Back EMF Diode should be of the type 1N400#&arivalent.

Monitoring The Door Status

If you are using a monitored magnetic lock or dstoike it is possible
to get an indication of the physical status ofdber via relay
contacts in the lock mechanism. These are normpadigented as C,
N/O and N/C.

This feature senses whether the door is open sedland toggles the
relay contacts. The controller can then be conédun software to
react to the status of the door.

12 ov The door contacts are connected

to the lock controller any flex

I/O input. The illustration shows

‘ the N/O contacts connected to

112, this is for illustration

Lock D purposes only. The lock
controller will support both N/O

and N/C; this feature is

configured in software.

ALK3704-IFP

N/O o

10
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Connecting High Power Locks and Motorized Gates/Bar  riers

Automatic Gates

As well as supplying 12Vdc to energise locking heack, the
AL3704-IP also provides a clean set of relay castathese contacts
are controlled by the same logic that switchesl@¥dc to the
locking hardware.

Figure 3.5 shows the status of
the contacts with the controller
powered off.

Most gate mechanisms require
a N/O set of relay contacts to
close for the gates to open.
These contacts are provided
across the N/O1 and CM1
terminals of the controller

WO CIM H/C1

Alternately if the gate
mechanism requires a N/C set of contacts to opetinéogates to
open. The N/C1 and CM1 terminals should be used.

High Power Locks

To control locking hardware that requires a higl@tage and higher
power than POE plus can provide, an external peweply is
required. Run one leg of the power supply dire¢htlock
mechanism and connect the second leg in serieshathl/O1 and
CM1 and onwardly to the lock mechanism. The réfeyn acts as a
switch and controls the power to the lock.

11
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Connecting Flex I/0

Flex 1/0O describes a number of general purposeténguod outputs
that can be customized to adopt various functi®hs.inputs are
connected across 0V and one of the Flex I/O pfsI{D, 111, 112).

The example below shows a request to exit switdX(Rvired to
111. (Flex /O 3).

The RTX switch is connected to the controller Via OV and any of
the Flex 1/0O connectors, 19 (Flex

o /0 1), 110 (Flex l/O 2), 111 (Flex

A D D /O 3) or 112 (Flex /O 4). The

‘ ‘ (press to make) and N/C (press to

break) switch types for each Flex
D D I/O input

NIC

Connecting The Emergency Break Glass

The supply to the lock(s) is connected in seridh tie EBG. This
provides a physical break in the lock
supply in the event of an emergency.

The connections of the EBG vary al il
depending upon the type used. ALK 3702.1P D D
The wiring from the ALK3704 - IP is

as follows:

12V is connected to the common (or £BG D D
equivalent) of the EBG. The N/C (or

equivalent) of the EBG is then oo ¢

connected to EM1 or EM2 of the lock
controller, the 12Vdc is then switched
to the lock mechanism.

12



@geniumg
Inputs And Outputs

Connecting Wiegand Readers

The ALK3704-IP will support up to four Wiegand reasl (Readers
A, B, C andD).

The controller provides six connections for eacde, these provide
+12Vdc, 0Vdc, Datal, Data 0 and two indication (aledand visual).
Connection details vary for each reader manufacthmvever,
application notes are available for each readepated on the
ALK3704-IP.

The maximum recommended cable run from readerctodontroller
is 10m.

The connections for Readers A, B, C and D are sHmelow:

12v ov 11 12 01 02
Data0 Data1 Indication Indication
e Gnd Visual Audio
12v ov 13 | 4 03 04
Data0 Data1 Indication Indication
e Gnd Visual Audio
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12V oV 15 16 05 06
+ve Gnd Data0 Data1 Indication Indication

Visual Audio

Figure 3.10 Reader C
12V o 17 18 o7 08

Data0 Data1 [Indication Indication
Visual Audio

+ve Gnd

Figure 3.11 Reader D

14
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CHAPTER 4

CONFIGURATION

This chapter describes how to set up the ALK370#btRonnectivity
to the LAN and configure the attached hardwarésmenvironment.

Initial Network Setup

Connect the ALK3074-IP to a POE capable networkawor via a
mid span device.

To logon for the first time, open a web browser type the IP
address of the panel in the address bar. Eaclisymié-configured
with a default IP address #0.100.1.17%hen it leaves the factory.
The default username and password are as follows:

Username: netgenium
Password: netgenium

The home page is shown in figure 4.1. This proviolasic
information on the controller such as software wgrserial number
etc. Navigation around the menu structure is wat#ibs shown at the
top of the home page. Each tab redirects the browgbe master
page for the configuration section selected. Irhessction a sub
menu is accessible via the links on the left offihge.

15
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HOME

@genium

Name' ALK3704-IP

IP Address. 10.100.1.175 / 255.255.255.0

MAC Address: 00:15:DD:60:06:54

Netgenium ALK370x-IP Lock Controller

Software Version
Serial Number
Build Date
Model

Up Time

Lock 1 Status
Lock 2 Status

ALK370x-IP PoE Lock Controller

198 (GD Version)
001-6293076
08.2000
ALK3T04-P

0d On 5m 43s
LOCKED

LOCKED

To set the controllers IP address:

Navigate to: Setup

Configure the options as described below then ¢heldpply button.

General

Device Name:

The name for the device (usually a
description of the location)

16



Configuration

Network

IP Address: IP address of the device

Network Mask: Subnet Mask of the device

Default Gateway: Default Gateway for the device

Netgenium Primary

PolicyServer: The IP Address of the primary
PolicyServer

Netgenium Secondary

PolicyServer: The IP Address of the secondary
PolicyServer

Registration Mode:  Autonomous or registered with
PolicyServer

Registration Status: Current registration status.

DNS Settings

Domain Name:
Primary DNS:
Secondary DNS:

Network Port

Link Configuration: Set the speed and duplex sgttiof
the network interface.

General
Device Name : ALK3704-1P

Network Settings

IP Address @ 10.100.1.175

Network Mask : 255.255.255.0

Default Gateway @

Metgenium Frimary FolicyServer @

Metgenium Secondary PolicyServer :

Registration Mode @ & autonomous € Registered

Registration Status :
DNS Settings

Domain Name :

Primary DNS :

Secondary DNS :
Network Port

Link Configuration Auto-Negotiate v

17
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If you have changed the IP address of the contrgdia will loose the
connection to it. Open another browser sessiorr@rmhnect the new
IP address.

Time & Date

Navigate to: Setup>Time&Date

Time & Date
Current ALK370x-IP Time
e Time : Date Time
TIME & DATE Time Settings
USERS Time Zone : GMT (Dublin, Lisbon, London, Reykjavik) 4
TEM Enable Daylight Saving adjustment : r

Set to Computer Time : 15/09/2009 Date [11:28:43 Time )

Set Manually : DOYMM/YYYY  Date |[HH:MM Time &

Use NTP : Server IP Address

APPLY

This page enables you to set the system time aed Tlae options
are:

Set to Computer Time
This option sets the time and date to that of youcomputer when
the Apply button is clicked.

Set Manually
Enter the time and date in the textboxes proviaettizck theApply
button.

Use NTP

With this option enabled the controller will synohize its time and
date with an NTP server every 5 minutes. EntetRh&ddress of the
NTP server and click thepply button.

If the controller is configured to register withlRgServer the unit
will automatically be synchronised with PolicySerweéate and time.

18
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Users
Navigate to: Setup>Users

Use this page to manage the user accounts usediiaister the unit.
The default settings are:

Username netgenium
Password netgenium

To add a new user account, enter the usernameaasaprd and
click theUpdate button.

To remove an account, highlight the name to delateclick the
Delete button.

System
Navigate to: Setup>System

The system password is used to authenticate regoesteen
PolicyServer and the end devices. The defaulingeisinetgenium.

19
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Lock

Accessing the Lock tab allows you to configuretiyype of locking
hardware, door furniture inputs and features ferdantroller.

The initial screen allows you to setup the typéook hardware
connected to the controller.

Lock & Device Setup
Lock

Lock 1 Type : Magnetic Lock Fail Safe

Lock 2 Type : Magnetic Lock Fail Safe

External Accessories

Request to Exit Lock 1: 1 RT¥ Lock 1 Timer ™ Timed " Toggle

Request to Exit Lock 2: 1 RTX Lock 2 Timer ™ Timed 1 Toggle

Controller Mode

Lock Commands from PolicyServer: " 1 x Double Door * 2 % Single Doors

APPLY

Select the type of lock being used for Lockl andKk2ofrom thelock
Type dropdown list.
The options are:

Magnetic Lock Fail Safe
Door Strike Fail Safe
Door Strike Fail Secure
Clean Relay Contacts

If one or more Request To Exit (RTX) switches dited, the
behaviour of the controller when the switch is pegbkis configured
here.

The switch can be configured to either toggle tagus of the lock(s)
or open the lock for a number of seconds. Selectdhgle or Timed
radio button for each lock and enter the numbesegbnds the door is
to open during the timed operation. Click theply button.

20
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Features
Navigate to: Lock>Features
Lock Features Setup
Door Left Open
Door Monitor Local Timer (DM1) : 15 (0 to disable) V¥ Audio indicate
5 Door Monitor Local Timer (DM2) : 15 (0 to disable) M Audic indicate
H Door Monitor Report Timer (DM1) : |60 (0 to disable)
e IiT: Door Monitor Report Timer (DM2) : |60 (0 to disable)
CALLPOINT Emergency Exit
Emergency Exit (EM1]) : W \visual indicate ™ Audio indicate [ Report to PS
Emergency Exit (EM2] : V¥ visual indicate W audio indicate [ Report to PS
Door Forced
Door Monitor (DM1) : I™ visual indicate [ Audio indicate [ Report to PS
Door Monitor (DM2) : I™ visual indicate [ Audio indicate [ Report to PS
Door Open
Door Monitor (DM1) : I” Report to P3
Door Monitor (DMZ2) : ™ Report to PS

The ALK3704-IP lock controller supports a numbgaodio, visual
and report features that can be enabled upon cevaints at the
door. The features are described below:

Door Left Open.

Providing the state of the door is monitored two esnts can be
used to alert the fact a door has been left openh€& audio/visual
alert will make the attached card readers flash andbeep when the
door is open for more than the number of seconds &red in the
Open Timer textbox. To disable the audio alert, un-tick the
Enable Audio Indication checkbox.

A second option is to send an alert to PolicySernves can be
configured instead of the audio/visual alert, oaagcond stage in the
procedure. To enable this alert, enter the numbse@onds to elapse
before the alert is sent (0 to disable).

21
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Emergency Exit

Three alerts are available when the Emergencydwsith is
activated. Audio (attached reader(s) beep), viG@teched reader(s)
flash) or server report.

To enable one or more of these events, place atitle appropriate
checkbox.

Door Forced

The door forced condition occurs when the doopesnad before the
lock controller has released the locking mechaniBnerefore this
alert is only available when the door state is genonitored.

Three alerts are available, audio (attached resyeegp), visual
(attached readers flash) or server report.

To enable one or more of these events, place artitle appropriate
checkbox.

Door Open.

A single alert (report to server) is available wiilea door is opened.
To enable this alert place a tick in theable Reports to Server
checkbox.

After enabling the features click ti@ply button to make then
active.

22
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Flex 10 Inputs

Navigate to: Lock>Flex-10

FlexIO Input 1 (I9)
Input Type :
Operation :

FlexIO Input 2 (110)

Input Type :

Operation :

FlexIO Input 3 (I11)
Input Type :
Operation :

FlexIO Input 4 (I12)
Input Type :

Operation :

FlexIO Input Setup

™ Emabled ¢ wo O w/C

-- Disabled -- ¥

[ Enabled © n/o © nfC

-- Disabled -- i

W Enabled * n/o  © n/C

RTX (both) w

™ Enabled © wio O w/C

-- Disabled --

APPLY

There are 4 Flex I/O inputs available on the ALK&-B. Each input
can be customized to perform one of seven functions

These are:

RTX

Callpoint

-Request to exit switch. Three
configuration options exist for the RTX
switch, open Lockl, open Lock2 or open
both locks.

Fire Alarm Input - connect to a volts free set &if ar n/c

relay contacts. When the fire alarm is
activated the controller can be configured
to unlock the door and notify devices on
the network or the alert.

Auxillary Report -sends an Auxillary Report to Rygfserver

Door Monitor

which can be configured to react upon
receipt.

- connects to a set of volts free yela
contacts (n/o or n/c), monitoring the status
of the door (open or closed)

Door Override (lock) — when activated, the coneoikill

lock the door and ignore any command
received until the condition is reset.

23
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Door Override (open) — when activated, the corgroNill
unlock the door and ignore any command
received until the condition is reset.

To configure a Flex I/O input, tick theabled checkbox and
nominate either normally open (n/o) or normallysed (n/c)
depending upon the contacts you are connectirfgnally select the
function the input is to perform from thgeration dropdown list.

The example shown in Figure 4.6 shows RTX switdwsected to
Flex 1/0 3 (111) andconfigured to open both Lockitld ock?2.

When all of the inputs are configured click theply button.

Fire List

The fire list is used when one of the Flex I/O itgois connected to a
fire alarm. When the alarm is activated and arfwéfication is sent
to the devices in the Fire List database.

Fire Device Database

F Device IP Address Description Password

FEATURES <empty>

new [ ] L ] L 1
Delete Selected

The database contains the IP addresses of theeddwite notified in
the event of fire alarm activation. The databasstrba populated
manually.

To add an entry to the Fire Device Database, ¢héelP Address, a
description and the system password of the denitlea textboxes at
the bottom of the page. Click theld New button.

24
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To delete an entry, highlight the entry and clickDelete Selected
button.

CallPoint

The Callpont list is used when one of the Flexilifuts is connected
to an input to trigger the Callpoint application @me or more PC’s.

CallPoint Database
CallPoint Database : 0 entries

[0 Target Name or IP Address Description Paszword

<empty>

mew [ ] L ] L 1
Delete Selected
none [v] camera Type Lock IP Address CallPgint Client
Camera IP Address Lock Password Update

The database contains the IP addresses of thadestaf Callpoint to
be notified in the event of Callpoint activatiornéldatabase must be
populated manually.

To add an entry to the database, enter the IP Addeedescription
and the system password of the device in the tartbat the bottom
of the page. Click thedd New button.

To delete an entry, highlight the entry and clic&Delete Selected
button.

The Callpoint application is downloadable from tbek controller
from theCallPoint Clienthyperlink. If video is required from
theCallPoint call select the camera type and é¢h&etP address of the
camera. Enter the IP address and system passwefedifid=
netgenium) of the Lock Controller to be opened.

25
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Reader

Up to four supported Weigand card readers can beemted to the

ALK3704-1P. With the appropriate software drivetestted the unit

will power the reader, accept and decode the t@ast denoting the
CSN and provide audio and/or visual indications.

To enable the reader(s) place a tick in the theagpiate checkbox
for Reader A, B, C or D.

Card Reader Setup

Ports
Enable Reader A : W (VMAC 00:15:DD:60:06:54-1)
Enable Reader B : W (VMAC 00:15:DD:60:06:54-2)
Enable Reader C : W (VMAC 00:15:DD:60:06:54-3)
Enable Reader D : W (WMAC 00:15:DD:60:06:54-4)
Reader Types
Reader A Type : Netgenium WGR3601-WR V
Reader B Type : Netgenium WGR3601-WR V
Reader C Type : Metgenium WGR3601-WR V
Reader D Type : MNetgenium WGR3601-WR V

APPLY

Select the Reader Type for each reader from theddren list

Click Apply button.

26
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Format
Navigate to: Reader>Format
Card Format Setup
Reader Formats

- Reader A Format : |26 bit Wiegand (H10301) [v]

FORMAT Reader B Format : | 26 bit Wiegand (H10301) [v]

AUTHENTICATIGN Reader C Format : [ 26 bit Wiegand (H10301) [+]

LORAL DATASASE Reader D Format : |26 bit Wiegand (H10301) [v]

APPLY

The correct card format must be selected to ertableontroller to
decode the CSN correctly from the bit stream reagbivom the
reader.

Select the card format you are using from the otio the dropdown
list and click theApply button.

Authentication

Navigate to: Readers>Authentication

Authentication & Failover Settings

Card Reader Authentication

f— Authenticate with : * server  Local Database
EORMAT Failover Mode : * Facility Code { Local Database
AUTHENTICATION Fail Facility Code :
LOCAL DATABASE
Log / Cache Events : r
AFFLY

Authentication referes to the method of authentigea card read.
The unit supports a local database capable of stipgapto 150000
user records, alternativly you can choose to seedyeauthentication
request to PolicyServer (the default setting).

27
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In the event of the server becoming un-availallere are two
method of authentication.

1. Facility Code.
The controller authenticates against the Facilibg€and ignores
the unique card number.

2. Local Database.
The controller authenticates against its local lokeda. In this
mode the database is populated each time a catdhsnticated
against PolicyServer. If successful the card iseddd the
database with a Time To Live (TTL) of 30 days, each
authentication refreshes the TTL. If a card is ddn is
immediately deleted from the local database.

If local database is selected as the primary atitta&ion method
there is an option available to log and cache avéfitth this option
enabled events enabled in the lock configuratidioap can be sent
to PolicyServer and cached is PolicyServer is uitabla.

To select the primary authentication method, sedgber theserver
or Local Database radio button.

To select the failover mode, select eitherfheility Code or the
Local Database radio buttons. If facility code is selected erter
facility code to be used in thail Facility Code textbox.

Click theApply button.

28
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Local Database
Navigate to: Reader>Local Database
Local Database
Cached Local Database : 0 entries
READER [ csn UserName Firstname Lastname PIN Operation TTL
<empty>
NEW | | | | | ]

The controller supports a local database capaldeoahg 150000
user records. The database can be maintained rhaoubly
PolicyServer if used in failover mode.

Each user record has the following fields:

CSN*
The card serial number associated with the user.
UserName*
The unique username of the user.
First Name
The first name of the user.
Last Name
The last name of the user.
PIN
The users PIN (used if the attached reader hastegrated
keypad)
default value = <none>

29
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Operation
The instruction to the lock controller if authemtiion is
successful
Options: Timed/Toggle.
default value = Timed
TTL
The number of days the entry is valid for. 0 = panent
entry.
default value = 30

To add a new entry, enter the details in the textboeach column
(* denotes required field). Click thedd New button.

To delete record(s) from the database select esdnd and click the
Delete Selected button.

30
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CHAPTER 5

MAINTENANCE & DIAGNOSTICS

Selecting the Maintenance in the configuration wingrovides data
on the current status of the ALK3704-IP’s featuths,ability to test
each function of the controller remotely and thiitgtio upgrade the
firmware of the controller.

Lock Controller Live Status
Lock Status

Lock Status: LOCKED LK1 LOCKED Lk2
Door Status: N/A DM1 N/A oMz
L Emergency Exit Status: ACTIVATED ESUBS ACTIVATED ESUM
BEFALLT Request to Exit Status: N/A R1 R2
LICENSE DEVICE
Request to Exit (Both) Status: NORMAL 111

UPDATE FIRMWARE
Auxilliary Status: MNS/A,

Fire Status: N/A

CallPoint Status: N/A

Statistics: 0 Lockl & 0 LockZ Ops 0 Doorl & 0 DoorZ Ops
Reader Status

Last CSN Reader A:

Last CSN Reader B:

Last CSN Reader C:

Last CSN Reader D:
Statistics: 0 Card Reads 0 Server Operations

REFRESH
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Lock Status
Provides the following data:

Lock Status.
Show the current status of the lock port of thetcier
(Locked/Unlocked).

Door Status
Shows the current status of the door, as indidayetie contacts
monoitring door status (if connected).

Emergency Exit Status
Shows the current status of the Emergency Exitkb@ass.

Request to Exit Status
Shows the current status of any RTX switches caedeo Flex I/0.

Auxilliary Status
Shows the current status of any Auxilliary Inputsicected to Flex
I/O.

Fire Status
Shows the current status of any fire alarm inpotmected to Flex
I/O.

CallPoint Status
Shows the current status of any callpoint triggensnected to Flex
I/O.

Statistics
Shows two figures, the number of times the locldhare has been
operated and the number of times the door has ty@emed.
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Reader Status
The last CSN read is shown the that CSN Reader textboxes.

Also shown are the number of card reads and théoauof server
transactions since the controller was last powered

Diagnostics
Navigate to: Maintenance>Diagnostics

Lock Controller Diagnostics

Lock Diagnostics

RTX 1:
RTX 2:
RTX Both: RTX

CallPoint:
Auxilliary:
Fire:

Reader Diagnostics

Test Reader A:
Test Reader B:
Test Reader C:
Test Reader O

The diagnostics page allows you to simulate anylitimm at the door
remotely. The following diagnostic functions areagable:

Lock Test
Simulate thelimed andToggle operation of the lock port. Click the
appropriate button to use this feature.

RTX
Simulates the Request To Exit button being preg§ednfigured).

Callpoint
Simulates Callpoint being triggered (if configured)
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Auxilliary
Simulates the Auxilliary input being triggered ¢dnfigured).

Fire
Simulates the fire alarm input being triggerecc@hfigured).

Test Reader A
Allows a card read to be simulated at Reader AefEie CSN of the
card to test in the textbox and click theader A button.

Test Reader B
Allows a card read to be simulated at Reader Beighte CSN of the
card to test in the textbox and click theader B button.

Test Reader C
Allows a card read to be simulated at Reader CeilBhe CSN of the
card to test in the textbox and click theader C button.

Test Reader D
Allows a card read to be simulated at Reader Defghe CSN of the
card to test in the textbox and click theader D button.
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Logs
Navigate to: Maintenance>Logs

The controller logs events in a temporary bufferd@agnostic
purposes. This buffer is stored in volatile memamng is lost when
the unit is powered off.

To clear the buffer manually, click tligear Logs button.

Default

Navigate to: Maintenance>Default

Set Factory Default
Factory Default Unit

STATUS Set Factory Default Mode DEFAULT
DIAGNOSTICS

Reboot the Controller REBOOT
Lo
DEFAULT
UPDATE FIRMWARE

Clicking theDEFAULT button will return the controller to factory
default settings. Clicking theEBOOT button will reboot the
controller.
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License Device

The ALK370x-IP family of controllers can be upgrddsy
purchasing a feature upgrade license. For exarapl&|LK3701-IP
can be upgraded to an ALK3702-IP and 2 readersemed.

No upgrades are available for the ALK3704-IP.

License Device Model

Current Device Model

Existing Device Model : |-1'\LK3?U¢-IP

LoES THE ALK3704-IP CANNOT BE UPGRADED ANY FURTHER!
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Update Firmware

Navigate to: Maintenance>Update Firmware

Update Device Firmware
Software Upload

Upload Image : [] Enable TFTP Upload TFTP Server Address

Live Status: |

L

LICENSE DEVICE START UPLOAD PROCESS

UFDATE FIRMWARE

The firmware can be updated via the web browserfete. To
update the firmware:

1. Click theBrowse button and select the file containing the new
image.

2. Click theUpdate Now button. The image will now be uploaded to
the unit. Once this process is underway DO NOTriaf or
disconnect the pc hosting the image or the coetrédbm the
network. This will result in failure of the uninthis instance the
unit is only recoverable by returning to the mawtdeer.
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