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 Preface 

PREFACE 

 
This preface describes the purpose, audience, organization, and 
conventions of this guide 
The preface covers these topics: 
Purpose, page 2 
Audience, page 2 
Conventions, page 3 

   Purpose  

The Netgenium PolicyServer Administration Guide provides 
information about administering the Netgenium PolicyServer. 
 

Audience 

The Netgenium PolicyServer Administration Guide is written for 
network administrators responsible for managing the Netgenium 
PolicyServer. This guide requires knowledge of IP networking, IP 
Telephony and IP CCTV technology.  
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Conventions  
This document uses the following conventions: 
BOLD ORANGE   font is used to show Navigation steps to 
configure a feature 
BOLD RED  font is used to indicate a button or hyperlink 
BLUE   font is used to indicate a label on the web page 
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CHAPTER  1 
 

GETTING STARTED 
 

Prerequisites 

 
Prior to beginning an installation of the Netgenium PolicyServer, 
verify that these prerequisites have been met: 

Hardware 

 
·  Processor Type: Pentium III-compatible processor or higher 
·  Processor Speed: Minimum 2 GHz 

     Recommended: 3 GHz or higher 
·  Memory(RAM): Minimum 2 GB                                         

     Recommended: 3 GB or more 

 

A standalone server is preferred.  
Virtual servers are supported; however dedicated resource to meet the 
minimum spec must be allocated. That said, however, PolicyServer is 
a realtime application and requires access to resource in a timely 
fashion. If the performance of the application suffers due to resource 
starvation it may be necessary to move PolicyServer to a stand alone 
server. 
Sharing harware platform with resource hungry applications such as 
CCTV recording applicationsis NOT supported. 
During normal operation PolicyServer will receive TCP and UDP 
requests from devices on the network. It is therefore recommeneded 
that Windows Firewall is disabled.  



 
 
 Getting Started 

 

Software 

Operating System:  
·  Windows Server 2003 R2 Standard Edition. 
·  Microsoft IIS 
·  ASP.NET support for IIS. 
·  Microsoft dotNET Framework 2.0 
·  Browser - Microsoft Internet Explorer version 7 or above 
 
OR 
 
·  Windows Server 2008 
·  IIS 7 
·  IIS 6 WMI Capability 
·  IIS 6 Scripting Tools 
·  IIS 6 Management Console 
·  Microsoft dotNET Framework 2.0 
·  Browser  - Microsoft Internet Explorer version 7 or above 
  

License 

PolicyServer must be licenced before it can be used. Before you apply 
for a licence from Netgenium Systems you will need the following 
information. 

·  Organisation Name. The name of the organisation. 
·  Server Name.  The name of the server. 
·  Server IP Address.      The IP Address assigned to the server. 

 

Note !! 
dotNET 
Framework should 
be installed After 
IIS. This will 
ensure that IIS is 
patched and will 
run the application 
 
dotNET 
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Installing The Software 

Database Model 

Before you install Netgenium PolicyServer you should consider 
which database model you will be adopting.  
The default installation will install a named instance (NETG) of 
SQL2005 Express. You can customize various elements of the 
database install including the instance name and ‘sa’ password during 
the installation process, if required. 
It is possible to use an existing installation of SQL2005 server. This 
may exist on the server hosting PolicyServer or on another machine. 
If you choose to use an SQL2005 serer on another machine you 
should be aware that PolicyServer requires access to the database 
when processing policies and network latency could affect 
performance. A dedicated instance of SQL2005 is recommended. 

Installation 

You must be logged on to the server with administrator rights. 
1. Insert the CDROM and wait a few seconds. The installation 

should start automatically. If the installation does not start, browse 
the CD and run the SETUP.EXE installation wrapper. 

2. Follow the instructions of the install process, you will be asked to 
choose the database model. 
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Figure 1.1 Database Model 
 
3.  Choose the desired option and click Next . 

4. If you choose the default option you will be given the option to 
customize the database install. Make any changes necessary and 
click Next . 

5. If you choose to use an existing installation of SQL2005 you will 
be asked to enter the connection details of the SQL2005 server. 
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Figure 1.2 Connection Details 
 
The following details are required: 

·  Server      The server on which SQL2005 is installed. 
·  Instance Name     The instance name used for the installation.

             A dedicated instance is recommended. 
·  sa password     The password for the sa account of SQL2005 

 
6. When the details are entered to must click the Test Connection 
button. The connection to the server is tested. If the connection is OK 
click the Next  button. 



 
 
 Getting Started 

 
During the rest of the installation process, the Netgenium web 
application and engine services will be installed. The database will be 
configured and temporary files used during the installation will be 
removed from the hard disk. 
 

Default Windows Permissions 

Netgenium PolicyServer adopts the following user accounts during 
normal operation: 
Internet Guest User Account (IUSR_[machinename], where 
machinename is the name of your computer) 
In addition each windows service in operation adopts the local system 
account. 
By default the web portion of the application assumes the identity of 
the Internet Guest Account and any backend code executed by the 
application assumes the identity of the ASPNET user account. 
Each time a web page is opened the web application tries to access the 
database account details stored in the registry. To do this the user the 
web application adopts must have permission to access the registry 
keys.  
If you are using the default Internet Guest User Account you will 
need to assign the IUSR_[machinename] sufficient privileges to 
access the registry keys. (see Editing User Account Privileges below). 
If you don’t want to assign the Internet Guest Account to the 
PolicyServer web application, you can change the account used at any 
time (see Changing the Internet Guest User Account). Ensure the new 
account assigned to PolicyServer has sufficient privileges to access 
the registry.  
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Windows Server 2008 Post Installation 

Once PolicyServer has been successfully installed on Windwos 
Server 2008, there are a number of post installation configuration 
tasks to complete before the configuration interface can be used. 
Ensure the NGPS web site is configured to use the Classic 
Application Pool. 
1. Select the NGPS web site in IIS Management Console snd click 

the Basic Settings  hyperlink 

 
 
  

Figure 1.3 
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2. Select the Classic Application Pool 

�

�

�

�

�

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Ensure the NGPS web application is has the correct user permissions. 
 
Select the NGPS website in IIS Management Console. 
Double Click the Authentication icon in the centre pane.  
Highlight the Anonymous Authentication option and click the Edit  
hyperlink. 
 

Figure 1.4 
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Figure 1.5 
 
The user account the web application adopts is listed. This account is 
required to have Administrative rights on the machine.  
The default setting the the IUSR account. 
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Either change the user account to a preconfigured account with 
Administrative priviledges. Or, grant the IUSR account 
Administrative rights (see Editing User Account Privileges in 
Windows Server 2008) 
 

 
 
Figure 1.6 
 
 
 
 
 
 
 



 
 
 Getting Started 

 

Editing User Account Privileges in Windows 
Server 2003 

To edit user account privileges: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
1. Right click the ‘My Computer’ icon and select Manage. 

2. Select Local Users and Groups>Users. 

3. Right click the Account you want to change and select Properties. 

4. Select the ‘Member Of’ tab and add the user to a User Group with 
the required privileges. 

5. Click OK. 

Figure 1.7 
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Figure 1.8 
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Changing the Internet Guest User Account in 
Server 2003 

This user account can be changed at any time by editing the properties 
of the web application from within IIS  manager. 

 
 
Figure 1.9 
 
 
To change the account used by PolicyServer: 
6. Right click the NGPS web application from the IIS Manager 

console 

7. Select Properties 

8. Select Directory Security 

9. Click the Edit Anonymous access and authentication control 
button 

10. Enter the new username and password for the account you want 
PolicyServer to use. 
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11. Click OK 

Permissions for Printing Reports 

Reports can be printed from any printer installed on the server that 
PolicyServer is running on. The reports can be printed manually from 
the web application or scheduled via a policy in the rule base. 
The ability to print depends upon the user account used by 
PolicyServer having access to the printing resource. 
To print from the web application, the user account setup in IIS 
Manager is adopted by the web application (see Changing the Internet 
Guest User Account above). Ensure this account has access to the 
printers you want to use. 
Scheduled reports are run by the NetgeniumPSengine service. By 
default this service adopts the local system account. To run a 
scheduled report the account the service is adopting must have access 
to the printer. 
To change the account the service uses: 
 
1. Right click the NetgeniumPSengine from the Services Manager 

console and select Properties. 

2. Select the Log On tab 

3. Clock the ‘This account’ radio button and enter the account 
username and password. 

4. Restart the service 

 
  



 
 
 Getting Started 

 
 
 
 
 
 
 
 
 
 
 
 

Figure 1.10 
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Administering PolicyServer 

PolicyServer is administered using a web browser. Use Internet 
Exporer version 7 or above. 
Browse to the following URL: 
 
http://[IPAddress]/ngps 
 
 
You will be prompter for a username and password. The default 
username is Administrator. The default password is netgenium. 
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3. Ensure the NGPS web application is has the correct user 
permissions. 
 
4. Select the NGPS website in IIS Management Console. 
5. Double Click the Authentication icon in the centre pane.  
6. Highlight the Anonymous Authentication option and click the 
Edit hyperlink. 
 

 
 
Figure 1.11 
 
 
 
The user account the web application adopts is listed. This account is 
required to have Administrative rights on the machine.  
The default setting the the IUSR account. 
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Either change the user account to a preconfigured account with 
Administrative priviledges. Or, grant the IUSR account 
Administrative rights (see Editing User Account Privileges in 
Windows Server 2008) 
 

 
 
Figure 1.13 
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Editing User Account Privileges in Windows Server 2 008 
 
To grant the IUSR account Administrative rights: 

1. Open Server Manager 

�

������� Local users and Groups and highlight the Groups 

folder. 

 
2. Double click the Administrators group in the centre pane and 

add the IUSR user. 

  

Figure 1.14 
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Figure 1.16 
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Permissions for Printing Reports 

Reports can be printed from any printer installed on the server that 
PolicyServer is running on. The reports can be printed manually from 
the web application or scheduled via a policy in the rule base. 
The ability to print depends upon the user account used by 
PolicyServer having access to the printing resource. 
To print from the web application, the user account setup in IIS 
Manager is adopted by the web application (see Changing the Internet 
Guest User Account above). Ensure this account has access to the 
printers you want to use. 
Scheduled reports are run by the NetgeniumPSengine service. By 
default this service adopts the local system account. To run a 
scheduled report the account the service is adopting must have access 
to the printer. 
To change the account the service uses: 
1. Right click the NetgeniumPSengine from the Services Manager 

console and select Properties. 

1. Select the Log On tab 

2. Clock the ‘This account’ radio button and enter the account 
username and password. 

3. Restart the service 
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Figure 1.18 
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Administering PolicyServer 

PolicyServer is administered using a web browser. Use Internet 
Exporer version 7 or above. 
Browse to the following URL: 
http://[IPAddress]/ngps 
You will be prompter for a username and password. The default 
username is Administrator. The default password is netgenium. 
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Un-Installing PolicyServer 

To remove PolicyServer successfully it is necessary to remove the 
Netgenium web application and Windows service(s) and the instance 
of SQL installed by the installation process. 
To remove the Netgenium applications: 
Navigate to Control Panel>Add or Remove Programs on the machine 
and remove the Netgenium applications. 
 

 
 
Figure 1.19 
 
 
Use the Add or Remove Programs console to remove the instance of 
SQL installed by the installation process. 
Beware that when Microsoft SQL is removed any customer database 
fies are left behind by the uninstall process. If you intend to re-install 
Netgenium PolicyServer the files containing the NGPS database and 
log must be removed from the machine. 
 
The location of these files can vary depending upon the options 
selected during the installation process. In a default installation the 
files will be located in the following location: 
 
 C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data 
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CHAPTER  2 
 

SYSTEM OVERVIEW 
 

 Architecture  

There are three elements to the Netgenium PolicyServer architecture. 
  

Database 

The backend database for Policy Server is Microsoft SQL 2005. One 
of two deployment models is possible. The choice of deployment 
model is made during the installation process. The options are: 
SQL2005 Express. (Default option.) 
A dedicated named instance (NETG by default) of SQL 2005 
Advanced services is installed on the same machine as the application 
during the installation process.  
SQL2005.  
PolicyServer can be configured to use a customer supplied instance of 
SQL2005 server.  
The installation procedure of PolicyServer prompts you to enter the 
instance name and ‘sa’ name and password. After which the default 
database tables and settings are configured.  
 
 

Management Interface  

The Netgenium PolicyServer management interface is browser based 
and can be accessed via Microsoft Internet Explorer ver 7.0 or above. 
�
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PolicyServer Engine  

The Netgenium PolicyEngine consists of a windows services running 
under the  the ‘Local System’ account. 
The NetgeniumPS engine is the core of the system managing policies 
triggered by inputs and time/date change. This service accepts triggers 
from end devices and processes them through the policy rule base. 
The resulting event is then sent to the end device. The service also 
monitors the system time clock. Each minute change is treat as an 
input and the policy rule base is checked for possible matches. 

 
Netgenium Audio Broadcast  Service 

The Netgenium Audio Broadcast service manages the transmission of 
audio broadcasts to network speakers. If this service is stopped, 
network speakers will not receive audio from PolicyServer 
 

Netgenium IP Telephony  Service 

The Netgenium IP Telephony service maintains registration with the 
soft PBX, initiates call to hansets and plays audio announcements to 
hansets, receives calls from handsets to record announcements. 
 

Netgenium Remote Console  Service 

This service facilitates and maintains active remote console session 
connections. 
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Netgenium ImageServer  Service 

The Netgenium ImageServer is for use in the Cisco IP Telephony 
environment only. ImageServer provides an image comversion from 
jpeg to png format for the display of still images from IP CCTV 
cameras on Cisco colour TFT hansets. 
.  
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CHAPTER  3 
 
SYSTEM OPTIONS 
 

Overview 

Netgenium PolicyServer uses an object oriented approach to the 
configuration process.  This approach means that any item entered 
during configuration (users, user groups, controllers, input/output 
groups, schedules etc.) is viewed as an object by the database. So 
when requirements of the business change, the administrator can 
modify the pre-defined objects and these changes are propagated 
throughout the database instantly without re-defining rules in the 
rulebase. 
The configuration process consists largely of adding objects to the 
database, logically grouping these objects together into input, output 
or user groups and manipulating these groups in policies. 
However, before you use PolicyServer for the first time there are 
some essential pre-requisite steps to carry out.  
The rest of this chapter will show you how to add the various 
Netgenium end devices to the database, how to create input and 
output groups, schedules and policies.  
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 Configuring PolicyServer System Options 

When configuring PolicyServer for the first time there are two steps 
you must complete before adding objects to the database. 
You must enter the System Options parameters; these include the 
Company Name, Server Name and System IP address. 
You must licence PolicyServer 

Setting The System Options 

Navigate To:     System>Options 
System 

Company Name 
The name of the company running PolicyServer. This name appears 
in reports. 
Server Name 
The administrative name of the server. This field must be configured 
and must be the server name used when applying for the system 
license.  
Active IP Address 
The IP Address of the system. This field must be configured and must 
contain the IP Address used when applying for the system license, 
which must be an address configured on the machine. 
Auto Registration 
Enabled/Disabled. When enabled PolicyServer will automatically 
register end devices. If any lock controllers auto-register with readers 
attached, the readerswill be added as child devices. 
Auto Associate 
Enabled/Disabled. With this option enabled, any ALK3702-IP or 
ALK3704-IP lock controllers registering with readers attached will 
have Device Associations created between the controller and the 
reader(s). 
Reset Override State 
Enabled/Disabled. With this option enabled, any port (Lock or Digital 
Output) or speaker with the Override condition configured will be 
reset to Normal operation upont restart of the Netgenium Policy 
Engine. 
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Email 

SMTP Server 
If email alerts are to be used. Enter the name or IP address of an 
SMTP server to be used as a reley for the emails  
Domain Name 
Enter the source domain name for the email alerts. 
Database 

Delete Syslog older than. 
The number of days Sys log entries are kept (valid entries are 7 – 365) 
System Log Severity Level. 
 
The severity level of logged system events. 
Delete Events older than. 
 
The number of days report data is kept (valid entries are 7 – 365) 



 
 
 System Options 

 
FIRE REPORTS 

Any of the ALK370x-IP lock controllers can accept an input from a 
Fire Alarm and transmit notification of a Fire Alarm to PolicyServer.  
PolicyServer can then be configured to print a Fire Report upon 
receipt of a notification. The Fire Report can be sorted or grouped 
according to a Custom Field declared in the User Profiles. 
See also User Profiles. 
Select the sort or group criteria from the dropdown list. 
 
Biometric Parameters 

When an authentication request using biometric data is received, an 
attempt to find a match in the PolicyServer database is made. A 
successful match is deemed to have occurred when the data in the 
authentication scores above the upper threshold during the matching 
process. The authentication attempt is rejected hen the score is below 
the lower threshold. When the score is between the upper and lower 
threshold a confrmation read is requested at the reader. 
 
Use the slider to set the threshold levels for Biometric Reads.  
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Audio Multicast  Channel IP 

The audio multicast channels are used by the Netgenium Audio 
Broadcast  Service to stream audio to groups of speakers. 
Upto eight simultaneous audio streams are supported by PolicyServer. 
Each stream requires a class D Ip address.  

Note !! 
The range of multicast 
addresses 224.0.0.0 to 
224.0.0.255 are 
reserved for routing 
protocols 
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System Utilities 

Navigate to System>Utilities 
This facility provides status information and control of the Netgenium 
services from the web page. 
To start a service; click the appropriate button. 
 
To stop a service; click the appropriate button. 
      

Entering the System License 

Navigate to System>Licensing 
Enter and confirm the license key and click Next  button to write to 
the database. 
 

View System Logs 

Navigate to System>Logs 
The system logs contain system level information received from 
devices. Under normal operation the logs are of limited use and the 
logging level should be reduced to Emergencies. 
 During system commissioning, however, the information can be 
quite useful in high lighting configuration errors etc. 
The log entries are displayed in grid format, right clicking the data in 
the grid will provide options to manually delete some or all of the 
entries. 
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Administrator Password 

Navigate to System>Administrator 
The administrator password can be changed by entering the new 
password in the textboxes and clicking the Next  button. 
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CHAPTER  4 
 

CONFIGURING DEVICES 
 

 

Device Classification 

In Policy Server, devices are classified as either a parent device or a 
child device.  A parent device has on-board network intelligence, 
hosts an IP address, is configurable with a web browser and can 
support a number of child devices. The child device has no on-board 
network intelligence and relies on its parent device to communicate 
with PolicyServer. 
When a parent device is added to Policy Server, the child devices it 
can support are added automatically. You can’t add a child device to 
Policy Server from the management interface. 
For example: The ALK3702-IP Lock Controller can support up to 
two card readers. When it is configured on the server, two child 
devices are automatically added. The child devices adopt the IP 
address of the parent device and a unique MAC address, calculated 
from the base MAC address of the parent plus an offset. 
For Example: 
ALK3702-IP IP = 10.100.1.175 
MAC = 00:15:DD:60:00:01 
Reader A IP = 10.100.1.175   
MAC = 00:15:DD:60:00:01-1 
Reader B IP = 10.100.1.175   
MAC = 00:15:DD;60:00:01-2 
 
The ReaderA & ReaderB MAC addresses shown above are non-
standard and are used only for device identification during the 
authentication process. 
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Automatic Registration 

If an end device is configured to registrer with PolicyServer a 
registration request is sent to PolicyServer when the device boots. 
If this is the first time the device has registered it is automatically 
configured in the database of PolicyServer, along with any child 
devices onfigured on the parent. 
Registration is maintained by sending ‘Hello’ packets every 30 
seconds. If 3 ‘hello’ packets are missed the device is deemed to have 
lost connectivity and the registration status is changed to ‘Not 
Registered’ 

Manual Configuration of Devices 

Navigate to: Configure>Devices 
The configuration of devices can be sub-divided into two segments, 
network related parameters and the I/O (inputs/outputs). The network 
configuration options are same for each device type. These consist of 
the following: 
Device Name. 
A unique name for the device. 
MAC Address. 
The MAC address of the device being configured form part of each 
packet transmitted to Policy Server. Policy Server uses the MAC 
address to identify which device is making the request. 
Password 
Each device has a configurable system password which is included in 
every packet transmitted. A matching password must be included the 
device profile configured on the server. Each time information is 
exchanged the password is checked. If the password is incorrect or 
missing the packet is ignored. 

Note !! 
ALK1201-IP, 
ALK3601-IP and 
ACR2401-IP are not 
capable of 
registration 
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The default password is ‘netgenium’. When a device is configured 
and the password field is left blank, the default password is entered in 
the database. 
IP Address 
The IP address of the device. 
Audio Tag 
The pre-configured Audio Tag for the device (see chapter X) 
Description 
The I/O for each device varies depending upon device type. 
 

Configuring a Parent Device with Child Device Capab ility 

When a device type has child device capability you get the 
opportunity to enable the child devices when you configure the device 
on Policy Server, then again when you edit the device. 
The type and number of child devices a parent device can support 
varies according to the device type of the parent. 
The child devices can be enabled when adding the parent to Policy 
Server, or later by editing the parent device. 
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ALK3601-IP 

The ALK3601-IP can support up to two child devices. These can be 
any traditional card reader that conforms to the Wiegand standard. 
The ALK3601- IP provides an IP configuration front end to the 
traditional reader and assigns a virtual MAC address to the unit. 
 
To enable a child device tick the checkbox labelled Configure this 
Device. A new card reader will be added to the system and will be 
available to be added in to Reader Groups and included in Policies. 
 

Figure 4.1 
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ALK370x-IP 

The ALK370x-IP family of lock controllers can support up to four 
child devices. These can be any traditional card reader that conforms 
to the Wiegand standard. The ALK370x- IP provides an IP 
configuration front end to the traditional reader and assigns a virtual 
MAC address to the unit.  

The virtual MAC address format is non-standard and is used within 
the server for device identification only. It only appears in the payload 
of the Ethernet frame. A typical address format is: 
0015DD600002 – 1  
The first part (pre hyphen) is the physical MAC address of the parent 
device. The second part is used by the server to identify the child 
device of the unit. 

Figure 4.2  
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To enable a child device tick the checkbox labelled Configure this 
Device. A new card reader will be added to the system and will be 
available to be added in to Reader Groups and included in Policies. 
When the options have been configured. Click the Next  button to 
write to the database. 
 

Search For/Edit a Device 

The configuration parameters for a device can be changed at any time 
from the web interface.  
Navigate to: Configure>Devices 
Click the Find and List Devices  hyperlink and the top right hand 
corner of the page. 
 
Select a search filter and click the ����  button. To list all Devices, 

click the Find  button with no search filter selected. 
 

 
 
Figure 4.3 
 
 
Right-click the device to be edited and select the  Edit device option. 

Device I/O Ports 

The characteristics of the I/O on a Netgenium device are dictated by 
the application area the device is designed for. 
Access Control Devices 

The majority of Flex Inputs of the ALK370x-IP lock controllers are 
used to control the local controller (eg the Request To Exit switch). 
Only two, the Fire Alarm Input and the Auxillary Report result in an 
events being sent to PolicyServer. Both events are reference in the 
policy editor. 
The Outputs of a lock controller are of two distinct types.  
1. Lock Ports. – Designed to control locking hardware. The lock 

ports can be associated with card readers,  added to Lock Groups 
and referenced in polices controlling access to a building. 



 
 
 Configuring Devices 

 
2. Digital I/O Ports – These outputs control the supply of a 12Vdc 

output and are usually used to control an external relay. These 
ports can be added to Digital Output Groups and referenced in the 
policy rulebase. 
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ALK1201-IP 

The ALK1201-IP supports a single locking device. To edit the Lock  
 
 
Group click the ����   hyperlink. 

The Lock Port is displayed. The port name is configured when the 
device is configured and consists of [devicename]_[port].. 
 
Click the Edit  hyperlink to change the group membership of the Lock 
Port.  

Figure 4.4 
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Digital Output Ports are not available on the ALK1201-IP. 

Figure 4.5 
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ALK3601-IP 

The ALK3601-IP supports a single locking device. To edit the Lock 
Group click the ������	
��� hyperlink. 

The Lock Port is displayed. The port name is configured when the 
device is configured and consists of [devicename]_[port]. To change 
this name, edit the text and click the 
�����  button. 

Digital Output Ports are not available on the ALK3601-IP. 

Figure 4.6 
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ALK3701-IP,  ALK3702-IP & ALK3704-IP 

Both the ALK3701-IP and the ALK3702-IP support a single locking 
device and four Digital Output ports. The ALK3704-IP supports two 
locking devices and four Digital Output ports. 
To edit the Lock port click the �����  hyperlink.  

 

 

Figure 4.7 
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The Lock Port is displayed. The port name is configured when the 
device is configured and consists of [devicename]_[port]. To change 
this name, edit the text and click the 
�����  button. 

 
 
Figure 4.9 
 

Figure 4.8 
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To edit the Digital Output ports  click the ����� hyperlink on the Edit 

Device page.  
 
 

 
 
Figure 4.10 
 
 
To change the port name, edit the text in the Port Name textbox and 
click the Update  button. 
Digital Equipment Types 
You can record the equipment type each port supports and the loading 
(in watts) of the port. This information is stored in PolicyServers 
database and the activity of each port can be logged. It is then 
possible to produce accurate reports on energy usage on a per port or 
per group basis. 
To make use of this feature it is necessary to configure the 
Equipment Connected field in the port configuration. It is also 
important to ensure that the Power Loading parameter is accurate as 
it is this entry that is recorded in the log. 
To enter a new Equipment Type: 
1. Select ��	���������� from the�Equipment Connected�option�(see 

Digital Output Port above). 

2. Enter the equipment details and power requirements. 

3. Click the 
�����  button. 

Audio Devices 
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Both the ASP7001-IP and the ASP7002-IP speakers support digital 
I/O. each device supports upto four digital inputs and four digital 
outputs.  
 
The devices can be configured to send an event to PolicyServer when 
an input is triggered. This in turn can be used as a trigger for a policy 
in the rulebase. 
 
The digital outputs can be controlled by PolicyServer. 
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Configuring Digital Inputs 
 
Select the Edit  hyperlink for the digital inputs from the Edit Device 
page.  

 
 
Figure 4.11 
 
The Edit Digital Input Ports page allows you to configure each of the 
four inputs of the device.  
The following configuration options are available: 
Sensor Name 
The default value is [device name]_Dg_In_x. This name can be 
changed. 
Sensor Type 
Four  input types are supported: 
1. Retractive Switch (Normally Closed) 
2. Retractive Switch (Normally Open) 
3. PIR 
4. Netgenium APC02 People Counter 
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Default State 
As part of the policy rulebase, PolicyServer can be configured to 
reference the state of a digital input. If the device becomes 
unreachable and the state of the input is undetermnable, a default state 
can be assumed (TRIGGERED/NOT TRIGGERED). 
To use the default state select the Use Default  checkbox. 

 
When the configuration is complete click the Update  button. 
Each port can be a member of one or more Digital Sensor groups. To 
edit group membership for a port. Select the Edit Group  hyperlink 
for the port. 

Figure 2 
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Configuring Digital Outputs  
Select the Edit  hyperlink for the digital outputs from the Edit Device 
page.  

 
 
Figure 4.13 
 
 
Each digital output provides a 12Vdc supply which can be used to 
control an external relay. 
The Edit Digital Outpt Ports page allows you to configure each of the 
four outputs of the device.  
The following configuration options are available: 
Port Name 
The default value is [device name]_Dg_Out_x. This name can be 
changed by editing the text. 
 
Click the Update  button to write changes to the database. 
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Equipment Types 
You can record the equipment type each port supports and the loading 
(in watts) of the port. This information is stored in PolicyServer’s 
database and the activity of each port can be logged. It is then 
possible to produce accurate reports on energy usage on a per port or 
per group basis. 
To make use of this feature it is necessary to configure the 
Equipment Connected field in the port configuration. It is also 
important to ensure that the Power Loading parameter is accurate as 
it is this entry that is recorded in the log. 
To enter a new Equipment Type: 
4. Select ��	���������� from the�Equipment Connected�option�(see 

Digital Output Port above). 

5. Enter the equipment details and power requirements. 

6. Click the 
�����  button. 
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Lighting Devices 

Both the ALC0808-IP(W) and the ALC0808-IP(P) lighting 
controllers support eight digital inputs (switches, PIR’s etc), eight 
analogue inputs (sensors), eight digital output ports (mains-voltage 
ON/OFF) and eight analogue outputs ( mains-voltage, dimable via 
DSI ballast). 
The controllers can be configured to send an event to PolicyServer 
when an input is triggered. Likewise the outputs can be controlled via 
the policy rulebase. 
The rest of this section explains how to configure the I/O of the 
ALC0808-IP and how to edit the group membership of the ports. 
 

Configuring Digital Inputs  
Select the Edit  hyperlink for the digital inputs from the Edit Device 
page.  

 
Figure 4.14 
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The Edit Digital Input Ports page allows you to configure each of the 
eight inputs of the device.  
The following configuration options are available: 
Sensor Name 
The default value is [device name]_Dg_In_x. This name can be 
changed. 
Sensor Type.  
Four  input types are supported: 
1. Retractive Switch (Normally Closed) 
2. Retractive Switch (Normally Open) 
3. PIR 
4. Netgenium APC02 People Counter 
Default State 
As part of the policy rulebase, PolicyServer can be configured to 
reference the state of a digital input. If the device becomes 
unreachable and the state of the input is undetermnable, a default state 
can be assumed (TRIGGERED/NOT TRIGGERED). 
To use the default state select the Use Default  checkbox. 
When the configuration is complete click the Update  button. 
Each port can be a member of one or more Digital Sensor groups. To 
edit group membership for a port. Select the Edit Group  hyperlink 
for the port. 
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Configuring Analogue Inputs  
Select the Edit  hyperlink for the digital inputs from the Edit Device 
page.  

 
Each analogue input port will support one of four environmental 
sensors. These are: 

·  AMN21 Ambient Noise Sensor 
·  LGT 16 Light Sensor 
·  HMD 17 Humidity Sensor 
·  TMP 32 Temperature Sensor 

 
These sensors enable Policy Server to act on environmental 
conditions and use them as either a trigger or as a reference value for 
a rule in the rulebase.  

Figure 3 
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To configure a sensor: 
Click the    button for the port you want to configure. 
 Select the sensor type from the dropdown list. 
Of the two sliders shown, the lower slider configures the upper and 
lower threshold of the sensor. Policy Server polls the sensor 
periodically and maintains a ‘live value’. This is indicated by the bead 
above the lower slider (place your cursor over the bead, the value is 
shown in a context menu). 

 
The upper slider configures a default value for the sensor. This value 
can be used if Policy Server needs to reference the sensor to process a 
rule. If the Use Default checkbox is ticked and Policy Server cannot 
contact the sensor, the default value will be used. 
Configure the sensors thresholds. 
Click the 
�����  button. 

 
Configuring Digital Outputs  
Each digital output port of the ALC0808-IP is capable of supplying 
mains voltage to the device or devices connected to it. It is also 
possible to record the type of device(s) connected to the port and the 
energy consumption of the device(s). Port activity can be logged in 
Policy Server, this data can then be used to analyse energy usage. 
To edit the digital output ports of the ALC0808-IP: 
Select the Edit  hyperlink for the digital inputs from the Edit Device 
page.  

Figure 4.16 
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Figure 4.17 
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Port Name 
The default value is [device name]_Dg_Out_x. This name can be 
changed. 
Equipment Connected 
Select the type of hardware (if required) and power loading of the port 
from the drop down list. If the required hardware is not in the list you 
can create a new item by selecting ��	���������  from the list (see 

Equipment Types below) 
When all ports have been configured, click the 
�����  button. 

 

To edit the group membership of a port: 
Click the Edit Group hyperlink of the port you want to edit. 
To add the port to a group, tick the checkbox in the Member? 
column. 
Click the 
�����  button. 

Figure 4.18 
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Figure 4.19 
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Configuring Analogue Outputs  
The analogue outputs of the ALC0808IP are designed to provide a 
switched mains voltage to a DSI capable ballast. The controllers use 
an additional single pair connection to the ballast to control dimming 
at the light fitting. 
 To edit the analogue output ports of the ALC0808-IP: 
Select the Edit  hyperlink for the digital inputs from the Edit Device 
page.  
 

 
 
Figure 4.20 
 
 
 
Port Name 
The default value is [device name]_An_Out_x. This name can be 
changed. 
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Equipment Connected  
Select the type of hardware (if required) and power loading of the port 
from the drop down list. If the required hardware is not in the list you 
can create a new item by selecting ��	���������  from the list (see 

Equipment Types below) 
When all ports have been configured, click the 
�����  button. 

To edit the group membership of a port: 
Click the Edit Group hyperlink of the port you want to edit. 
To add the port to a group, tick the checkbox in the Member? 
column. 
Click the 
�����  button. 

 
Equipment Types  
You can record the equipment type each port supports and the loading 
(in Watts) of the port. This information is stored in PolicyServers 
database and the activity of each port can be logged. It is then 
possible to produce accurate reports on energy usage on a per port or 
per group basis. 
To make use of this feature it is necessary to configure the 
Equipment Connected field in the port configuration. It is also 
important to ensure that the Power Loading parameter is accurate as 
it is this entry that is recorded in the log. 
To enter a new Equipment Type: 
7. Select ��	���������� from the�Equipment Connected�option�(see 

Digital Output Port above) 

8. Enter the equipment details and power requirements. 

9. Click the 
�����  button. 
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Managing  Device Ports 

Navigate to: Configure>Ports 
The manage ports feature provides the ability to view all ov the 
Digital Output Ports and Lock Ports configured on the system. 
 

 
Figure 4.21 
 
To view all Lock Ports select the Lock Ports from the sub menu and 
click the ����  button. The port information is displayed the grid 

format. The Live State column shows the current status of the port.  
 
Right clicking this column 
provides the ability to change the 
current state of the port.  
The Status column shows the control status of the port.  

·  Normal indicates the port is under control of the PolicyServer 
rulebase 

·  Override indicates the port has been overridden. When a port 
is in the Override state the port will ignore commands from 
PolicyServer until the Override condition is cleared. 

 



 
 
 Configuring Devices 

 
To change the State of a 
port, right click the State 
column and set the required 
option. 
 
 
To view all Digital Output Ports, select the Digital Output option 
from the sub menu and follow the steps highlighted above. 
 

 

Using Devices In Policies 

In general, policies are used to control the output or outputs of one or 
more devices. In an access control environment lock ports are opened 
or closed. A lighting scenario would see groups of digital or analogue 
output ports of lighting controllers turned on or off. 
Any input to a device (digital or analogue) can be used as an event to 
trigger a policy. In addition card reads from an access control reader 
can also be used as a policy trigger. 
Policies can be triggered by a single 
device or device port. However, it is more 
usual, where more than one input is 
required as a trigger, to group devices 
together and use the group as a trigger.  
For example in an access control scenario 
where 3 doors are protecting a secure area 
each reader could be configured to trigger 
its own policy. 



 
 
 Configuring Devices 

 
This configuration would require 3 policies to protect the area. 
 

 
 
 
 
 
 
 

 
 
In this scenario it would be more usual to group the readers together 
and control the area with a single rule. 
 
 Device outputs (lock ports,digital or analogue outputs) can be 
grouped together and controlled in a similar manner. 
Policies and Groups are covered in more detail in later chapters. 
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CHAPTER  5 
 

CONFIGURING USERS 
 

 

Overview  

User profiles are used to associate Users with their access control 
credentials, audio tag and switch port reference. They are also used to 
grant and define administrative rights to Policy Sever and Remote 
Console. 
A profile is therefore required for each user requiring access to an 
access controlled environment, each administrator of Policy Server 
and each Remote Console user. Each profile can store access 
credentials and grant rights to Policy Server and/or Remote Console.  
This section explains how to add, edit and delete User profiles. 

Adding User Profiles 

A user profile contains a number of default parameters, one of which - 
Username - is compulsory and needs to be a unique value. Policy 
Server will check for a duplicate Username each time you add a new 
User. 
Custom Fields can also be created (Custom Fields are covered later in 
this section) 
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To add a new profile: 

Navigate to: Configure>Users 
 
The following default fields are available for data; 

·  Title:  the Users salutation.  
·  First Name: the Users first name 
·  Initial : the Users initial 
·  Last name: the Users surname 
·  Username : the Username - must be a unique value. 
·  Password:  used for granting access to Policy Servers 

administrators and Remote Console users. 
·  Description:  
·  Telephone: the Users telephone number 
·  Email:  the Users email address 
·  PIN:  PIN number associated with the User. Used for two 

factor authentication via a card reader with keypad. 
·  Audio Tag: used to associate an audio clip with the User. 
·  Picture:  used to store a picture in the database  and 

associate the picture with the User. 
·  Switch Port: used to associate an Ethernet Switch Port with   

the User.  
·  IP Telephone Name: Not used in this version. 

 
Enter data into any Custom Fields and click the 
�����  button to write 

the profile to database. 

Figure 5.1 
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Custom Fields 

Custom Fields are available to allow you to create customized user 
profiles. There is no limit to the number of Custom Fields a user 
profile can contain. 
To add a new custom field: 

1. Click the ����
��������  hyperlink at the bottom of the page. 

2. Click the ����������������
�������  hyperlink. 

3. Select the data type for the new custom field, options are: 

·  Date   Provides an input in date format. 
·  Time   Provides an input in time format. 
·  Alpha Numeric Provides an Alphanumeric input. 
·  Number  Provides a numeric input. 
·  Boolean  Provides yes/no radio buttons. 
·  DropDown List Provides a DropDown list to be populated 

with data. 
 
When a new DropDown list is being added it must be populated by at 
least one entry at the time it is configured.  
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Figure 5.2 
 
 
Enter the name of the DropDown List, then begin adding the items. 
The example in Figure 3.6.2 shows the item Engineering being added 
to the ‘Department’ DropDown List.  
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Bulk Administration 

User profiles can be added or removed from the PolicyServer 
database using a csv file. This option also allows smart cards to be 
allocated to the user at the time of addition. 
To use this facility: 
Navigate to: Credential>Import Cards 

 
Figure 5.3 
 

1. Compile a list of users to be added or deleted in csv format. 

The values available for the list are shown in the Available 
Fields object box. A sample list containing 3 users formatted 
as shown in the illustration (First Name, Last Name, 
UserName, CSN) is shown below. 

 
 
 
 

2. Ensure the format of the list to be imported is configured by 
selecting the options from the Available Fields object box 
and moving the to the Selected Fields To Import object box. 
It is important to ensure the order of the values is correct. The 
left most column of the list must be the top most in the 
Selected Fields To Import. 

Note !! 
If you are importing card serial 
numbers using the import facility 
and the card number begins with a 
‘0’. Take care to ensure that the 
spreadsheet application has the 
card number in the correct format.  
In some cases spreadsheets can 
format the data as a number and 
the card number 01700001 will be 
imported as 1700001. This will 
result in a failed authentication 
when the user presents the card to 
a reader. 
Make sure you format the cells 
containing the card number in 
such a way to ensure the card 
number is reproduced correctly in 
csv format.�

John,Smith,j.smith,01600008 
Andrew,Parrish,a.parrish,01600529 
Peter, Walker,p.walker,01600002 



  
 
 Configuring Users 

 
3. Use the Browse  button to select the file to be imported or 

deleted.  

4. Select how you want to use the data from the following 
options 

·  Add / Delete users 
·  Ignore duplicate users or update records 
·  Add users to a User Group 
 
5. Click the 
�����  button to import the user profiles. 
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Using LDAP to Import User Records 

 
It is possible to import user profiles from a Directory Structure such 
as Active Directory using LDAP. 
In version 4.4 and below of PolicyServer this feature provides the 
ability to import users only. There is currently no support for 
automatic synchronisation of users using LDAP. 
To import users: 
Navigate to : LDAP>LDAP Integration Settings 

 

LDAP Account 

Before you can connect to the corporate directory to import user 
details, you have to configure the account details for Policy Sever to 
gain access. 
 

You must enter the Fully Qualified Domain Name (FQDN) for the 
directory server and the username and password for the account the 
server will use. 
The example in Fig 8.1 shows a fictional server (DC01) in a fictional 
domain  ACME.COM. 
Click the Update button to write the settings to the database.  

 

Automatic Synchronisation 

Figure 5.4 
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Not available in version 4.4.x 
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Manual Import 

The manual import option extracts user details from the corporate 
directory and populates the user database in Policy Server. Two 
options are available. 

·  Import all users   
·  Import users from a particular OU 

 
To begin the manual import click the ���������������
	�  link on the 

LDAP settings page or navigate to the following page. 
Navigate to : LDAP>Manual LDAP Import 

 
When the Get Available button is clicked the ‘Get All Users’ option 
extracts all objects in the directory where the object class = person. 
Each user is then compared to users configured in the Policy Server 
user database and not added to the Available Users box. 

 Figure 5.5 
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Users listed in the Available Users box are available for import into 
Policy Server. Select the users you want to import and add them to 
Policy Server with the                    button. Click the Import To PS 
button to write the details to the database. 
If you want to nominate an OU to import users from, enter the name 
of the OU in the textbox and click the Get Available button. All users 
in the selected OU and any OU below in the structure are imported. 
For example the Netgenium Users OU contains the admin, 
engineering and managers OU’s.  

 
Figure 5.6 
 
The configuration shown in Fig 8.2 would result in the users from 
Netgenium Users, admin, engineering and managers OU’s being 
imported. 
To specify the admin OU, you would need to enter the full path from 
the O (organization) portion of the structure. If you entered 
Netgenium Users.admin in the textbox, only the users contained in the 
admin OU would be imported 
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Search For A User Profile 

Navigate to: Configure>Users 
Click the ��������������
��	�  hyperlink. 

Select a search filter, available search filters are; 
·  All Users 
·  First Name 
·  Last Name 
·  Username 
·  Member of User Group 
·  Date Created 
·  Created By 

 
Click the ����� button. 

The filtered list of profiles will be displayed. The following options 
are available when you Right Click on a User; 

·  List and modify the User Group membership. 
·  Edit the profile. 
·  Delete the profile. 
·  View the picture associated with the User. 
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Modify User Group Membership 

Selecting the List/Edit Group Membership option for a user displays 
all configured User Groups. Group membership is indicated with a 
tick in the Member checkbox. 
Group membership can be enabled by ticking the Member checkbox 
and removed by  un-ticking the Member checkbox. Changes are 
written to the database by clicking the 
�����  button. 

 

Edit a User Profile 

Change any of the default or custom fields and click the 
�����  button 

to write the changes to the database. 
Hyperlinks at the top of the page also allow you to do the following: 
Edit Group Membership  (see Modify User Group Membership 
above) 
Edit User Permissions 
If a User is also an administrator of Policy Server, they need to be 
granted administrative access. Access to the various configuration 
screens can be allocated by ticking the relevant checkbox and clicking 
the 
�����  button. 

Access to Remote Client can also be allocated in the same way. Use 
the scroll bar to scroll to the bottom of the page and enable the 
features the User requires. Click the 
�����  button to write the 

changes to the database.   
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Edit Users 

Biometric Credentials  
 

Edit Users Card Allocation. 
Users can be allocated an unlimited amount of cards. Use this page to  
add, edit and delete the Users access cards. 

·  Edit the status of the Users existing cards by right clicking the 
card. This reveals the following options: 

·  Mark the card as lost. 
·  This options specifically denotes the card as having been lost, 

which suspends the card and allows alerts to be configured if 
any attempt is made to use the card. 

·  Suspend the card. 
·  This option suspends the card however, the card is not 

specifically marked as having been lost by the User. 
·  De-allocate the card from the User. 
·  Removes the association between User and card. The card is 

then returned to the pool of un-allocated cards and is available 
for re-allocation to another User. 

 

Figure 5.7 
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To assign a card to a user, either; 
Select the card from the drop down list and click the Update button.  
Or; 
If you know the number of the card, place the cursor over the 
dropdown list containing the unallocated cards and begin typing the 
card number. A textbox will appear, typing the card number and the 
dropdown list will begin to select the card.  

�

Click the 
�����  button to write any changes to the database. 

  

Figure 5.8 
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CHAPTER  6 
 

CREDENTIALS  
 

 

Overview 

Credentials are a function of the access control element of 
PolicyServer, they enable a user to be identified by PolicyServer and 
can take the form of a physical access card/fob or biometric data.  
Providing the card readers can read the embedded technology of the 
card (or key fob), users can be allocated the credentials and granted 
access in a controlled environment. Equally the card read can be used 
as a trigger for any policy in the rulebase. 
Users can also be assigned biometric credentials. Each user profile 
can have upto 10 credentials.  
Each credential can be nominated as either biometric access control or 
assigned to a Biometric Function and used in non-access control 
policies. 
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Adding Cards and Key Fobs 

 
Navigate to Credentials>Add Cards 
There are 3 methods of adding cards to PolicyServer.  

1. Single card entry. 

2. Batch entry (requires conectutive card serial numbers). 

3. Via a csv file. 

 

Adding A Single Card 

Enter the serial number of the card in the Enter first Card Serial No. 
textbox. 
Click the Next  button. 
 
Adding A Batch of  Cards 
This method requires you to have a batch of cards with consecutive 
card serial numbers. For example: 
A batch of 100 cards with card serial numbers starting at 01700001 
and 01700100 would be entered by following method. 
 

Figure 6.1 



 
 

Credentials 

 
81 

PolicyServer 
Administration Guide 
 

Add  the first card serial number of the batch in the Enter first Card 
Serial No. text box. Then enter the last card serial number of the 
batch in the Enter last Card Serial No. textbox. 
Click the Next  button. PolicyServer will add 100 cards to the system 
numbered 01700001 through 01700100. 
 
Adding Cards With a csv File  
Cards can be added or removed from the PolicyServer database using 
a csv file. This option also allows user profiles to be allocated to the 
system. 
 
To use this facility: 
 
Navigate to: Credential>Import Cards 
 

 
Figure 6.2 
 

Compile a list of cards and or users to be added or deleted in csv 
format. 

  

Note !! 
If you are importing card serial 
numbers using the import facility 
and the card number begins with a 
‘0’. Take care to ensure that the 
spreadsheet application has the 
card number in the correct format.  
In some cases spreadsheets can 
format the data as a number and 
the card number 01700001 will be 
imported as 1700001. This will 
result in a failed authentication 
when the user presents the card to 
a reader. 
Make sure you format the cells 
containing the card number in 
such a way to ensure the card 
number is reproduced correctly in 
csv format.�
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The values available for the list are shown in the Available Fields 
object box. A sample list containing 3 users formatted as shown in 
the illustration (First Name, Last Name, UserName, CSN) is 
shown below. 

John,Smith,j.smith ,01600008 
Andrew,Parrish,a.parrish,01600529 
Peter, Walker,p.walker,01600002 

Ensure the format of the list to be imported is configured by 
selecting the options from the Available Fields object box and 
moving the to the Selected Fields To Import object box. It is 
important to ensure the order of the values is correct. The left 
most column of the list must be the top most in the Selected 
Fields To Import. 

 
Use the Browse  button to select the file to be imported or deleted.  
Select how you want to use the data from the following options 

·  Add / Delete users 
·  Ignore duplicate users or update records 
·  Add users to a User Group 
 

Click the 
�����  button to import the user profiles. 
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Search For and Edit Card Records 

 
Navigate to: Credential>Import Cards 
Use the dropdown list to set the search criteria for the card you are 
looking for and click the Find  button.  

 

Figure 4.3 
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The details for each card are shown in grid format. By right clicking 
the relevant column for the card you can change the status of the card. 
The following options are available: 
 
Card Serial Number 

Card Notes 
Notes can be added to the card record. 

Delete 
Removes the card from the database. 
 
Card Status 

The following optiona are available to 
an allocated card: 
 
Lost 
Sets the card status to Lost. This 
maintains the association with the user 
but any attempt to use the card will 
result in access being denied. Policies can be added to send alerts 
when a Lost card is used. 
 
Suspended 
Sets the card status to Suspended. This maintains the association with 
the user but any attempt to use the card will result in access being 
denied. Policies can be added to send alerts when a Suspended card is 
used. 
 
Expired 
Sets the card status to Expired. This maintains the association with the 
user but any attempt to use the card will result in access being denied. 
Policies can be added to send alerts when a Expired card is used. 
 
Card Notes 
Notes can be added to the card record. 

Delete 
Removes the card from the database. 
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Allocated To 
These options are available to an 
allocated card: 
 
Allocate Cards To User: 
Allows additional cards to be 
allocated to the card holder 
 
De-allocate Card: 
De-allocates the card from the card holder. The card remains on the 
system and is available to be allocated to another user. 
Card Notes 
Notes can be added to the card record. 

Delete 
Removes the card from the database. 
 
Valid From 

Sets the date the card is valid from. 
 
Valid To 

Sets the date the card expires. 
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Allocate Credentials To Users 

 
Once credentials have been added to the PolicyServer database they 
can be allocated to users by either editing the User Profile (see 
Chapter X,  Configuring Users), or from the Credentials menu. 
Navigate to: Credential>Allocate Cards 
Select the user profile you want to allocate a card to from the 
dropdown listbox and click the Update  button. 
 

 
Figure 6.4 
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Select the card to be allocated to the profile from the dropdown 
listbox and click the Update  button. 
 

 
Figure 6.5 
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Visitor Cards 

Overview 

A pool of cards can be created for allocation to visitors. No additional 
policies are required for visitor cards, when a card is allocated to a 
visitor access rights are granted based upon existing User Groups. 
When the card is returned to the visitor pool the access rights are 
removed. 

Adding Cards to The Visitor Pool 

Navigate to: Credential>List Cards 

 
1. List the card records 

2. Right click the Allocated To column of the card record to be 
added and select Allocate To Visitor Pool 

  

Figure 6.6 
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Allocating Cards 

Navigate to: Credential>Visitor>Allocate Card 
 

 
 
 
 
 
 
 
 
 

 
 

 
Select the card to be allocated from the drop down list. 
Enter the visitor’s name and company details 
Set the cards access rights by selecting one or more User Groups from 
the Group Memberships list. 
(Ctrl + Left Click to select multiple groups) 
Click the Update  button 
  

Figure 6.7 
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Returning Cards 

Navigate to: Credential>Visitor>Allocate Card 
 

 

 

 

 

 

 
Select the card number being returned 
 
Click the Update  button 
 
When the card is returned, all access rights are revoked and the card 
becomes available to be re-allocated. 
  

Figure 6.8 
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Biometric Credentials 

Biometric data can be classified in one of two ways. The default 
classification is Access Control. Any biometric read with Access 
Control classification will only trigger an access control policy. The 
Access Control classification has two sub classifications ‘User Access 
Control’ and ‘Confirmation Finger’. User Access Control is the 
primary finger the user will present to the reader. If the quality of the 
read drops below a threshold and there is not enough data available to 
identify the user, a Confirmation Finger may be requested. At this 
point the user presents a second finger to the reader for confirmation 
of their identity. 
The second classification is ‘Biometric Function’. A Biometric 
Function is an object in the database. Think of a Biometric Function 
in similar terms to a User Group. You create the Biometric Function 
first of all, then add Biometric Credentials to it. This allows multiple 
users to trigger a single policy with a biometric read. 
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To configure biometric credentials: 
 
Navigate to: Credential>Biometric 
 

 
Figure 5.9 
 

1. Select the user from the dropdown list. Click the Next  button. 

2. Select the classification for the credential and right click the 
finger you want to enrol. Select Enrol  
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Figure 6.10 
 

3. Select the Biometric Reader you want to perform the 
enrolment from the dropdown list. 

The selected reader will be placed into enrolment mode for 
approximately 30 seconds. 

3. The user should now place their finger on the reader. Click 
the Next  button. 

4. If the read was successful you will be asked to repeat the 
process twice more. The three reads are compared and read 
with the most data will become the template for the 
credential. 
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Biometric Functions 

The Biometric Functions configuration page is accessed during the 
process for adding credentials for a user (see Fig x). Click the 
Biometric Functions  hyperlink. 
 

 
Figure 6.11 
 
Enter a name and description for the function and click the Next  
button. 
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CHAPTER  7 
 

GROUPS 
 

 

Overview  

Database objects of a similar type can be grouped together for 
inclusion in policies. In larger deployments this can help reduce the 
complexity of the policy rulebase.  
For example, in an access control scenario the administrator may 
decide to group card readers in an area in a Reader Group. Or, 
speakers may be grouped in a Speaker Group to have an audio stream 
broadcast from multiple speakers at the same time. 
The rest of this chapter discusses the types of groups available and 
how to add, remove and edit groups in PolicyServer. 
 

Group Types 

User Group 

User Groups are mandatory in access control scenarios; a user must 
belong to a User Group to be included in an access control policy.  
Users can belong to multiple user groups  
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Card Reader Groups 

Used predominantly in policies controlling access, Card Reader 
Groups are used to group card readers protecting an area or building 
with a single level of access with multiple readers.  
A card reader can belong to multiple groups. 
 
Biometric Reader Groups 
Used in a similar way to Card Reader Groups, Biometric Reader 
Groups contain biometric readers. 
A biometric reader can belong to multiple groups. 
 

Lock Groups 

Used to control two or more doors in an access control environment. 
Also used when unlocking doors with time schedules. 
A lock controller can belong to multiple groups. 
 

Speaker Group 

Used to group speakers together to form a logical zone. The speakers 
in the group can then receive a multicast audio announcement over 
the LAN. 
A speaker can belong to multiple groups. 
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Digital Output Group 

The Digital Output Group is most commonly used in lighting control 
rules. The outputs from lighting controllers are generally grouped 
together to control area lighting. 
However, digital ouput ports from any Netgenium product, including 
ALC0808-IP Lighting Controllers, ASP700x-IP Speakers and 
ALK370x-IP lock controllers can be grouped together and controlled 
as a single entity. 
 

Digital Sensor Group 

The term Digital Sensor refers to an input device with two states, On 
or Off. Typically this would be a sensor using a volts free relay 
contact to indicate its state, a PIR for example. 
Where two or more sensors are required or indicate the same event 
they can be added to a Digital Sensor Group. 
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Configuring Groups 

Navigate to: Configure>Groups 
 

 
Select the type of group you want to configure. 
Enter a name for the group. 
Click the ����  button. 

 

  

Figure 7.1 
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Search For / Edit Groups 

Navigate to: Configure>Groups 
 
Click the ���������������	
���  hyperlink in the top right hand corner of 

the page. 
Select a search filter and click the ����  button. To list all Groups, click 

the Find button with no search filter selected. 
 

 
When you right click a row in the list of Groups you get the following 
options; 

·  List and modify the Groups members. 
·  Clear the Groups members. 
·  Edit the Group 
·  Delete the Group 

 
  

Figure 7.2 
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Modify Group Membership 
 
Select the List/Modify Members option from the Group list. 
 
 
 
The database objects eligible to be added to the Group is shown. If an 
object has a tick in the ‘Member ?’ column it is a member of the 
Group. 
Make the required changes and click the 
�����  button. 

 
 
  

Figure 6 

Figure 7.3 
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CHAPTER  8 

 
SCHEDULES 
 
 

Overview 

When a rule is triggered by an input, a schedule can be included in the 
rule as a secondary check or reference condition. If the parameters 
defined in the schedule are satisfied the rule can be processed. 
 
For example, you may wish to limit access to certain areas of a 
building to certain times of the day. You would configure a Time 
Schedule and include it as a secondary condition in your rule. 
 
There are three classifications of schedule available: 

·  Day Schedules 
·  Time Schedules 
·  Date Schedules 
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Day Schedules 

A day schedule is a list of days of the week a rule is valid for. 
To configure a Day Schedule: 
Navigate to Configure>Schedules 
1. Select Day Schedule from the drop down list. 

 

 

2. Type a name for the schedule, the name should be unique and 
describe the schedule you are configuring. 

3. Click the Next button to add the schedule to the database. In 
its current state the schedule is blank. You need to add the 
required days. 

 

Figure 8.1 
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4. Click the Edit Schedule hyperlink to add/remove days from the 

schedule. 

5. Select the days of the week that are valid for the schedule. 
These will appear white on green on the page. 

6. Click the Update button to write the schedule to the database. 

7. To remove days from the schedule, click the day you want to 
remove. It will change colour from white on green to the page 
defaults.  

8. Click the Update button. 

  

Figure 8.2 

Figure 8.3 
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Time Schedules 

Time Schedules identify the times of a day the rule is valid for. 
To configure a Time Schedule: 
Navigate to Configure>Schedules 

1.  Select Time Schedule from the drop down list. 

2. Type a name for the schedule, the name should be unique and 
describe the schedule you are configuring. 

3. Click the ����  button to add the schedule to the database. In its 

current state the schedule is blank. You need to add the required 
times. 

  

Figure 8.4 

Figure 8.5 
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Click the Edit Schedule hyperlink to add the required blocks of time 
to the schedule. 
The Edit Schedule page shows a time bar. To add the required time 
block to the schedule, move the time bar to show the beginning of the 
time block you want to add. The time bar can be moved either by left 
clicking on the brown, graduated section of the bar and dragging, or 
by using the                                         buttons. 

�
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To add the block of time, left click on the start time in the grey 
portion of the time bar and drag the cursor to the end of the time 
block. When you release the mouse button, the configured period will 
appear green. 
 
Click the Update button to write the schedule to the database. 
To remove a time block. Left click on the block to be removed and 
drag the block outside of the time bar. When you release the mouse 
button the time block will be removed from the schedule. Click the 
Update button. 
 
 
 
 

  

Figure 8.6 
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Date Schedules 

Date schedules allow you to specify a group of dates and include 
them in rules.  
To configure a Date Schedule: 
 
Navigate to Configure>Schedules 
 
Select Date Schedule from the drop down list. 
 
Type a name for the schedule, the name should be unique and 
describe the schedule you are configuring. 
 
Click the Next button to add the schedule to the database. In its 
current state the schedule is blank. You need to add the required 
times. 
  

Figure 3.4.7 Date Schedule 

Figure 8.8 
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Click the Edit Schedule hyperlink to add the required dates to the 
schedule. 
 
The Edit Schedule page shows a calendar. You can specify whether 
the schedule is for a specific year, or whether the schedule is valid 
year after year. The example we are using is valid year after year. To 
specify a single year only   tick the Specify Year checkbox and select 
the year. 
 
Select dates by left clicking on them. You can select multiple dates by 
left clicking on the first date an dragging the mouse over the required 
dates. Dates included in the schedule have a green background.  
Click the Update button to write the schedule to the databas 
 
To remove dates from the schedule, left click the date, the background 
will return to the default colour. Click the Update button 
 

Figure 8.9 
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CHAPTER  9 
 

CONFIGURING OBJECTS  
 
 

Overview 

PolicyServer features a collection of configurable objects, which exist 
as logical entities in the database.  
When configured the objects can be manipulated by PolicyServer and 
used to trigger a policy or as a test value for a policy. 
The objects fall into one of three catagories: 
1. Timer – a preset integer value, deprecated every second. 

2. Counter – an integer value 

3. Boolean – either on or off 

The available objects are listed below. 

·  Timer  
·  Alarm 
·  Switch 
·  Level 
·  Counter 
·  Area 
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Configuring Objects 

Navigate to: Configure>Objects 
 
Select the object type you wish to configure from the drop down list 
and enter a name in the Object Name textbox.  Timer objects will 
require an initial value entering. 
 
Click the Next  button. 
 

 
 
Figure 9.1 
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Editing Objects 

Navigate to: Configure>Objects 
Click the Find and List Objects  hyperlink and the top right hand 
corner of the page. 
 
Select a search filter and click the ����  button. To list all Objects, click 

the Find  button with no search filter selected. 
 
 

 
Figure 7.2 
 
Right-click the object to be edited. The options to edit, delete or 
change the state of the object are available. 
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Using Objects  In Policies 

Logical objects are a flexible addition to the tools available when 
designing a system. Logical objects can be used to trigger a rule or as 
a test value when a rule is triggered by another event. 
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CHAPTER  10 
 

ZONES 
 
 

Overview 

Zones are a used as a method of tracking users as the move around a 
building or campus.  
 
Once configured a zone exists as a logical entity in PolicyServer. The 
zone then acts as a logical border between two areas. Like any border, 
the zone needs entry and exit points. These take the form of readers, 
you must nominate readers to log you in and out of the zone. We call 
these readers Border Readers. 
 
You also have the option to nominate Internal Readers to the zone. 
These are the readers within the zone boundary, excluding the Border 
Readers. When Internal Readers are nominated, you must be logged 
into the zone to be authenticated by an Internal Reader of the zone. 
Therefore, if a user ‘tailgates’ through a door protected by a Border 
Reader and is therefore not logged into the zone, they will not be 
authenticated by any Internal Reader until they  return to a Border 
Reader and authenticate themselves. 
 
Once zones are configured two other features, Anti-Passback and 
Zone Hierarchy are available for configuration. These features are 
covered in more detail later in the chapter. 
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Zone Hierarchy 

Zones can be nominated as Root Zones or Child Zones. This allows a 
hierarchical structure of zones to be created. 
The structure will support an un-limited number of Root Zones. If a 
hierarchical structure is not required, every zone should be a Root 
Zone.  
 
Where a hierarchical structure is required the Root Zone(s) form the 
top of the structure(s). The second layer in the hierarchy is formed by 
Child Zones, whose parent zone is the Root Zone. A parent can have 
an un-limited number of Child Zones. In the illustration below; Zone1 
is a Root Zone, Zone2 is a Child Zone of Zone1 and Zone3 is a Child 
Zone of Zone2. 
 

 
  

Figure 8.1 
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Anti-Passback 

The Anti-Passback feature is designed to prevent a user from letting 
more than one person into a zone. Once a user has entered a zone they 
must leave the zone before re-entering.  
Anti-Passback will prevent a user from authenticating thenselves and 
passing the card to a second person for authentication. 
Anti-Passback is applied at zone level and requires read in and read 
out Border Readers. 
 

 Enforce Zone Hierarchy 

This feature prevents a user from entering a child zone without 
authenticating at the parent. 
 

Fire Zone 

The Fire Zone feature enables a Fire Report to be run in the event of a 
fire alarm (fire alarmmust be integrated with ALK370x ). 
 

Internal Readers 

Card readers can me nominated as internal readers of a zone. When 
this is the case the internal readers cannot be used unless the user has 
authenticated against the Border Reader of the zone. 
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Configuring Zones 

Navigate To: Configure>Zones>Edit Zones 
 
Enter the name of the Zone to be added. Click the Next  button 

 
Figure 10.2 
 
If this is the first zone configured on PolicyServer it will 
automatically be entered as a Root Zone. When subsequent zones are 
configured you have the option of nominating the zone as a Root 
Zone or a Child Zone.  
When Root and Child Zones are configured a hierarchical structure is 
formed. 
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Editing a Zone 

Navigate To: Configure>Zones>Edit Zones 
Click the Find and List Zones  hyperlink. Click the Find button to 
search for all zones or use the search filter options. 
 

The zones are displayer in a grid. Right clicking on a zone gives you 
the option to Edit the zone, assign Internal Readers to the zone or 
delete the zone. 
  

Figure 10.3 
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Edit the Zone 

 

Figure 9 
 
Editing the zone allows you to assign Border Readers to log users in 
and out of the zone, apply Fire Zone, Anti-Passback and Enforce 
Hierarchy features. 
 
Click the Update  button to make the changes permenant 
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Assign Internal Readers 

 

Figure 10.5 
 
Select the Internal Readers for the zone and click the Update  button. 
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CHAPTER  11 

 
AUDIO 
 
 

Overview  

The ability to stream audio over the network is a key element of the 
PolicyServer rulebase. This feature enables an audio file to be unicast 
or multicast to one or more of the ASP700x-IP family of speakers and 
certain IP telephone handsets. 
A policy in the rulebase can stream audio from an external trigger or 
time schedule.  
Audio can be stoed in WAV format or announcements can be 
recorded on the server using Cisco IP telephone handset. 
  



 
 
 Audio 

 
123 

PolicyServer 
Administration Guide 
 

Storing Audio Files 

WAV Files 

Audio files in WAV format can be uploaded to the server using the 
following method: 
 
Navigate to: Audio>Upload WAV Files 

 
Figure 11.1 
 
Use the Browse  button to locate the WAV file to be uploaded. Click 
the Upload  button to save the file in the database. 
 
 
  

Note !! 
Only WAV files sampled 
at 8Khz are supported. 
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Build An Announcement 

Navigate to : Paging>Create Announcements 
 
1. Enter a name for the announcement. 

2. Select the first step of the announcement from the dropdown list. 
The audio steps are colour coded, system chimes are red, 
‘devicenames’ and ‘usernames’ are dynamic values and coloured 
blue. Click the ��������
� ���  button to add the step. 

3. Continue to add audio steps until the announcement is complete. 

4. You can alter the order the audio clips in the announcement by 
highlighting the step and moving up or down with the up/down 
buttons.  

5. Click the Save button 

 

 
The announcement in Fig 5.2 will play a chime, pause (no sound) for 
1 second, play the pre-recorded audio clip called ‘Could’, play the 
user’s name, play the audio clip called ‘Please Contact Reception’. 
 
 

Figure 11.2 
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Search For An Announcement 

Either navigate to: Paging>List Announcements 
 
Or from the Create Announcements page, click the List 
Announcements  hyperlink. 
 

1. Select a filter for the search. There are three filters: 

·  Announcement Name – the tag assigned to the audio clip 
·  Were Created On – the date the announcements were  
·   recorded 
·  Were Create By – the name of the administrator who created 

the announcement. 
  

Figure 11.4 
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2. Click the Find  button (if no filter is applied all audio clips will be 
shown). 

�

 
�

Right click on a announcement record, 3 options are available: 
·  Show Detail – Shows the configured steps of the 

announcement 
·  Edit Announcement – Allows you to edit the audio steps of an 

announcement. 
·  Delete Announcement – Allows you to delete the 

announcement. 
 

�

Right click on an announcement record, 3 options are available: 
·  Show Detail – Shows the configured steps of the 

announcement 
·  Edit Announcement – Allows you to edit the audio steps of an 

announcement. 
·  Delete Announcement – Allows you to delete the 

announcement. 
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CHAPTER 12 
 
POLICIES 

 

Overview  

 
The heart of PolicyServer is the rule base. The rule base is a 
collection of rules or policies configured on PoilcyServer that control 
how a building performs by controlling Netgenium devices in the 
building.  
 
Each rule consists of a single or multiple input trigger events. When 
the input triggers are satisfied the output event(s) declared in the rule 
are carried out. 
 
Policies can either be triggered by events (for example an access 
control card read, a PIR activation or switch press) or can be time 
based. 
 
This section describes how to configure and list policies.  
A description of triggers and events is provided in tabular form in 
Appendix B. Sample policies are provided in Appendix A 
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Configuring a Policy 

Navigate to : Policies>Add Policy 
  
 
 
1. Select the type of input that will trigger the rule from the ‘Filter 

Trigger Type’ drop down list.  

2. Select the trigger from the Select Trigger Condition drop down 
list. In this example we are selecting a card read from a Reader 
Group. Click the ����  button  

3. Select the Reader Group from the drop down list and click the ����  

button. 

 
  

Figure 12.1 
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4. Once the initial trigger has been selected the intelligence in the 
policy builder will then decide the configuration flow and the 
options available to you. As this is an access control input you are 
prompted to select a User Group. Select the User Group you are 
targeting and click ���� . 

5. You will then be prompted to enter an operator. The choices are: 

AND if you select AND the policy builder will prompt you to enter 
another trigger condition, which must also have occurred in order for 
the rule to be processed. 
OR if you select OR the policy builder will prompt you to enter 
another trigger condition which, if true, can be used instead of the 
trigger you configured in step 3 to trigger the rule. 

�

THEN if you select THEN the policy builder will prompt you to enter 
an instruction to be carried out when the trigger condition(s) have 
been satisfied.  

�

6. Complete the trigger condition then select the THEN operator. 
This will prompt you for an event. As this is an access control rule 
we will choose to send an ‘open timed’ command to the readers 
associated lock (default lock). 

Figure 12.2 
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7. The policy builder will then prompt you for another operator. 

Here you are given the choice to enter another event with the 
ALSO operator or to complete the policy with the FINISH 
operator. 

 

8. Complete the event configuration and select the FINISH operator 
and click the ��!"  button. 

 
 
9. Enter a name and description for the policy.  

Click the  �#�  button 

Figure 12.3 
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Listing Policies 

Navigate to: Policies>List Policies 
1. Enter a search filter for the rule and click the ����  button. To list 

all policies click the ����  button with no search filter. 

2. The policy name and description fields will be shown. A right 
click on the policy will give you the option to show the text of the 
policy or delete the policy. 

Right clicking on a policy will give you two options: 
·  Show Detail. This option will display the rule as it was entered 

into the database. All triggers and Events are shown  
·  Delete. This option will delete the policy from the rule base. 

 
It is not possible to edit a policy. If you want to change the policy, 
you will have to delete the original and re-enter the amended version. 
 
 
 

  

Figure 12.4 
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CHAPTER 13 
 
REPORTS 
 
 

Overview 

The Reports feature generates custom reports of user activity. The 
reports are configured within the viewer; the data can be filtered by 
user, card reader, date and time. 
 
Each report is presented on the screen in tabular format, in addition 
the report can also be emailed or a hard copy of the report printed. 
The rest of this chapter describes the types of report available and 
how to configure each one. 
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Types of Report 

User Report 

This provides a report of user activity over a pre-defined period of 
time. Reports can be configured for all users on the system, for 
individual users on the system, for all users at a single reader or for a 
single user at a single reader. 
To configure the report: 
Navigate to: Reports>User Reports>Users Activity 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 
The default settings will produce a report for all users across the 
entire system for the current date. By selecting different options on 
this page you can customize the report. 
  

Figure 13.1 
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The time span of the report can be altered by selecting a start and end 
time and date for the report. 
 
 

 
 
 
 
 
 
 
 
 
 
The report can be restricted to the activity of a single user by selecting 
the username from the Activity of User dropdown list. Alternately the 
report can feature the activity of all users through a single reader by 
selecting the reader from the Activity at Reader dropdown list 
By changing the                operator to                  the report can be  
 
restricted to the activity of a single user at a single reader.  
 
The operator can be changed with a left click of the mouse button. 
The report can be presented in one of three ways. 
1. Screen only. 

The report data is presented in a HTML page viewd in the 
browser.  

2. Printed. 
A hard copy of the report can be printed to a printer configured on 
the server (see Chapter 1). The report is also presented in the 
browser. 

3. Emailed. 
The report can be emailed as an attachment to a valid email 
address. The server must be configured to relay emails to an 
SMTP server (see Chapter 1). The report is also presented in the 
browser. 

  

Figure 13.2 
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User Group Membership 

This report provides the users currently configured in a User Group. 
To configure the report: 
Navigate to: Reports>User Reports>User Group 
Membership 
To view a report of the members of a User Group: 
Select the User Group from the Show Members of this 
Group dropdown list. 
Alternatly you can select a user from the Show Group Membership 
for this User dropdown list. 
The report can be presented in one of three ways. 
1. Screen only. 

The report data is presented in a HTML page viewd in the 
browser.  

2. Printed. 
A hard copy of the report can be printed to a printer configured on 
the server (see Chapter 1). The report is also presented in the 
browser. 

3. Emailed. 
The report can be emailed as an attachment to a valid email 
address. The server must be configured to relay emails to an 
SMTP server (see Chapter 1). The report is also presented in the 
browser. 
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Time & Attendance 

Although PolicyServer is not a Time and Attendance system, this 
report can be configured to provide the first and last card read for a 
group of users over a 24 hour period.  
 
To configure the report: 
 
Navigate to: Reports>User Reports>Time&Attendance 
 
 

Figure 13.3 
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1. Select the User Group the report is to based upon from the 
Report for User Group dropdown list. 

2. Select the duration for the report from the Report Duration 
dropdown list.  

3. Select the start date of the report. 

The default configuration will provide a report for the 24 hour period 
00:00 to 23:59 of each day. If the 24 period spans midnight, drag the 
purple slider to indicate the start and end of the 24 hour period.  
 

 
 
To drag the slider position the cursor over the bar, hold the left mouse 
button and drag to the desired position. 
The report can be presented in one of three ways. 
Screen only. 
The report data is presented in a HTML page viewd in the browser.  
Printed. 
A hard copy of the report can be printed to a printer configured on the 
server (see Chapter 1). The report is also presented in the browser. 
Emailed. 
The report can be emailed as an attachment to a valid email address. 
The server must be configured to relay emails to an SMTP server (see 
Chapter 1). The report is also presented in the browser. 
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Guard Tour 

The Guard Tour report is similar in style and configuration to the 
User Activity report. The data for this report is stored in another 
location to the User Activity data.  
 
Unlike User Activity data, Guard Tour data is not collected by 
default. Before PolicyServer will collect Guard Tour data a policy, 
similar to that shown in Figure 11.5 must be added. 
 

 
Figure 13.4 
 
To enable the policy shown in Figure 11.5 to work, two additional 
groups were added to policy server. 

1. The Reader Group All Readers. Any readers included in the 
Guard Tour route would be added to this group. 

2. The User Group All Guards. All security guards would be 
added to this group. 

With the groups and the policy configured as shown, any member 
of the All Guards User Group will have their activity logged and 
presented in a Guard Tour report. 
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To configure the report: 
 
Navigate to: Reports>User Reports>Guard Tour 
 
Like the User Activity report the users featured in the report can be 
selected from the Activity of Guard dropdown list. Likewise the 
activity at a reader can be listed by selecting from the Activity at 
Reader.  
 
The time span of the report can be altered by selecting a start and end 
time and date for the report. 
 

 
 
 
 
 
The report can be presented in one of three ways. 

1. Screen only. 
The report data is presented in a HTML page viewd in the 
browser.  

2. Printed. 
A hard copy of the report can be printed to a printer 
configured on the server (see Chapter 1). The report is also 
presented in the browser. 

3. Emailed. 
The report can be emailed as an attachment to a valid email 
address. The server must be configured to relay emails to an 
SMTP server (see Chapter 1). The report is also presented in 
the browser. 

 

  

Figure 13.5 
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Tracking 

The Tracking report uses the zones configured in Chapter 3 to provide 
real time information of a user’s location in a campus environment. 
To use Tracking effectively card readers should be deployed on both 
sides of the entrance/exit doors of each zone. This forces users to use 
their access credentials to enter and leave each zone.  
 
To use Tracking: 
 
Navigate to: Reports>Tracking 
 
To view a user’s location in the campus, select the user from the Find 
Location of User dropdown list and click the ����  button.  

To view the users in a zone select the zone from the Monitor Users 
in Zone. Click the ����  button.  

Events 

The Events report displays the events that have occurred on end 
devices.  

Navigate to: Reports>Events 
Events can be filtered by selecting one of the following filter options 

·  All Events 
·  Event Type 
·  Description 
·  Date 

  

Select a filter from the Find Events dropdown list. Click the ����  

button. 
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Fire 

If a zone has bee configured as a Fire Zone (see Chapter 3), a policy 
can be configured to trigger a Fire Report to be printed when 
PolicyServer is notified of a fire condition. 

This option shows the status of each Fire Report. When a fire 
condition occurs, the report is activated and if required a report of the 
users currently in the zone can be printed. Once the report has been 
activated, it must be manually reset. 

To reset the report: 

Navigate to: Reports>Fire 
Right click on the report and reset. 
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CHAPTER 14 
 
THIRD PARTY INTEGRATION 
 
 

Biometric 

Biostore 

Biostore provide a central database for biometric data, eliminating the 
need to maintain multiple biometric databases across different 
applications. 
The Biostore Primary Server acts as a master database, each 
application hosts a Biostore Seconday server, which is updataed from 
the primary. 
 
Netgenium Integration 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
The Biostore Secondary server is usually installed on the 

same physical server as PolicySever and receives updates from the 
primary. PolicyServer is configured to compare its user records with 
the secondary server. PolicyServer is updated if any changes have 
occurred. 
  

Figure 14.1 
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Biometric readers authenticate against the PolicyServer database in 
the usual way. 

Configuring PolicyServer 
 
Navigate to: Integration>BioStore>Setup 

 
A user account is for PolicyServer to use is required on the ID 
Manager before configuration can be completed. 
 
To complete configuration enter the following information: 
 
IP Address of the Biostore Secondary server (this is usually the same 
IP Addresss as PolicyServer but it can be installed on a separate box). 
 
TCP port the update session will use. 
User account and password. 
Select the template type required. 
Enter the desired update frequency (sec). 
Enable the Biostore Service. 
 
Click the Update  Button. 

 
 
  

Figure 14.2 
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Biostore Status 
 
Navigate to: Integration>BioStore>Status 
 
 

 

 

 

 
 

 
 
This page shows status of the Biostore integration with PolicyServer. 

  

Figure 14.3 
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Video 

Milestone Systems 

Milestone XProtect is an open platform IP Video Management 
Solution. The Generic Events feature of XProtect forms the basis of 
the integration with PolicyServer. 
The camera database of Xprotect is imported into PolicyServer. Each 
camera then exists as an object in the database and can be used in 
policies. Cameras can be referenced directly by policies or device 
associations can be formed to create an implied relationship between 
devices. 
When PolicyServer requests video to be recorded a Generic Event is 
created on the fly and sent to XProtect. XProtect must be pre 
configured to react to the received event. 
 

 
 

 

 

 

 

 
 

Figure 14.4 
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Configuring PolicyServer 
 
Navigate to: Integration>Video CCTV>Milestone Syste ms 
 

 
 
 
 
Before configuration can be completed a user account must be 
available on XProtect for PolicyServer to use. The account must have 
access to all cameras. 
To import the camera database: 
Enter the IP address or DNS name of the Milestone XProtect server. 
Enter the username, password and the tcp port the server is configured 
for. 
Click the Update button to submit the details to the database. 
 
 
Click the Get Available  button. The camera records from Milestone 
are listed in the box labelled Available Cameras. Any camera name 
already imported is removed from the box. 
Select the cameras you want to import into the Policy Server and add 
the to the Imported Cameras box with the                 button. 
 
Click the Import To PS button to write these cameras to the database. 
  
  

Figure 14.5 
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To remove cameras from Policy Server: 
Select the cameras to be removed in the Imported Cameras box and 
remove them with the        button. 
 
Click the Import To PS button to write to the database. 

Using Access Control Events to Record Video 
 
When specific events occur within PolicyServer it is possible to send 
an event to XProtect ImageServer and configure ImageServer to act 
upon that event.  
The events are transmitted from PolicyServer To XProtect 
ImageServer on either TCP or UDP, this is configurable by the 
Milestone Event Port.  
 
Before PolicyServer will send an event to XProtect you must 
configure it to do so in a policy. The steps to configuring the policy 
are shown below: 

Configuring a Policy 
 

1. Import the cameras records into PolicyServer (see Above).  

Make Device Associations between readers and camera’s (see 
Chapter 4). By doing this you are teaming together a reader and a 
camera, then if a policy issues the ‘Record Video’instruction after a 
card read, PolicyServer will lookup the associated camera for the 
reader and send the instruction for the appropriate camera to XProtect. 
Configure a policy to send the instruction 
  
In the policy shown below in Figure 9.1.2 the instruction to record 
video has been added as an additional instruction in the event of a 
card being authenticated (the primary instruction being to open the 
associated lock controller for a period of time) 

  Figure 14.6 
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The result of this policy would be the lock opening for a period of 5 
seconds and an event sent to XProtect, which would be configured to 
spin a camera to a PTZ preset and/or record video, within XProtect. 
If you wanted to record from a camera other than the associated 
camera or you haven’t configured an associated camera for the reader. 
You will have to the select the Record Video From Camera option 
when configuring the policy. You will then be asked to specify the 
camera from which the video will be recorded. 
 

Generic Event Format 
 
When recording video via Generic Events, XProtect requires an event 
to start recording and a second event to stop recording. 
To facilitate this PolicyServer sends a ‘start’ event and a ‘stop’ event 
for each instruction. 
The format of each event is: 
Start Event 
[camera_name]=record_start 
e.g. 
Axis 214 Netgenium Demo Room Camera 1=record_start 
Stop Event 
[camera_name]=record_stop 
e.g. 
Axis 214 Netgenium Demo Room Camera 1=record_stop 
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If a card read is authenticated by the rule shown in Figure 9.1.2 the 
following events would be sent to XProtect from PolicyServer on 
TCP port 1234 as configured in Figure 9.1.1 
 
[Axis 214 Netgenium Demo Room] Camera 1=record_start 
 
 
100ms 
 
 
[Axis 214 Netgenium Demo Room] Camera 1=record_stop 
 
100 miliseconds after the start event the stop event is sent. Milestone 
uses the pre and post recording feature to record a nember of seconds 
before the event and a number of seconds after the event. 
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PoE Management  

 
Overview 

One of the configurable parameters of a User profile is ‘Switch Port’, 
indicating the Ethernet port the User normally uses to connect to the 
network. This provides the opportunity to control the status of 
network ports according to building occupancy. 
When configured correctly a Users switch port can be enabled or 
disabled when they authenticate at a pre-determined reader. 
This has two major benefits; 

1. It provides an additional element of physical network security 
by dynamically shutting down unused ports. 

Where the port has POE capability and is used to power a device, a 
phone for example. Energy savings can be demonstrated as the device 
is powered only when the user is in the building. 
To control switch ports in this way, you need to create an object in the 
Policy Server database representing each switch and provide a 
correlation between each user and their port. You also need to assign 
a card reader to enable the port and a card reader to enable the port. 
Switch Groups are used to make the association between Readers, 
Users and Switch Ports. Typically, a Switch Group is configured per 
building and switches added to the Switch Group. Readers are the 
assigned as ‘Read In’ and ‘Read Out’ devices for the group. Then, 
when a User authenticates against a ‘Read In’ or ‘Read Out’ reader, 
providing the Users Switch Port is in the Switch Group the Readers 
are associated with, the Users Switch Port is enabled or disabled. 
No explicit rules are required in the rulebase are required, this feature 
relies on the implied relationship between the Readers and Switch 
Groups and the Switch Port parameter of the Users profile. 
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The rest of this section describes the configuration process. 
 

Adding A Switch To Policy Server 

Navigate to :Integration>POE Management>Switch 
Configuration 
 
Then choose the switch manufacturer, in this example we are going to 
add a Cisco 3560 24 PS with a standard image. 
1. Select the model of switch to be added. 

2. Enter a name for the switch. 

3. Enter the IP address of the switch The Username and Password 
fields require a username and/or password with telnet access to 
the switch and r/w privileges. Enter the ‘Enable Mode’ password. 

 
 
 
 
 
 
 
 
 
 
 
 

Figure 14.8 
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A record of the switch should now be in the database and each port on 
the switch should be available for allocation to users. 
To add additional switches repeat steps (1 – 5) above. 
 
 
 
 
 
  

 
 
 

Figure 14.9 
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Listing Configured Switches  

Navigate to :Integration>POE Management>General 
Configuration 
 
Click the Find and List Switches hyperlink. 
 
Select a search filter, available search filters are; 
 

·  All Switches 
·  Switch Model 
·  Switch Name 
·  Date Created 
·  Created By 

 
Click the Find button. 
 
The filtered list of switches is displayed. The following options are 
available when you Right Click on a switch; 
 

·  Browse to the switch 
·  List and Edit Group Memberships for the switch (see Switch  

  Group Membership later in this section) 
·  List Switch Ports of the switch 
·  Edit the Switch details 
·  Delete the Switch 

 
  



 
 

Integration 

 
156 

PolicyServer 
Administration Guide 
 

Selecting the List Switch Port option displays all of the ports 
available on the switch. 
  

Figure 14.10 
 
 

Figure 14.11 
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The following options are available when you Right Click on a row 
·  Browse to switch 
·  Edit the assigned Users profile 
·  Turn POE On/Off on the port 
·  Clear the User association for the port 

 
 

Switch Group Membership 

Selecting the List/Edit Group Membership option for a switch 
displays all configured Switch Groups. Group membership is 
indicated with a tick in the Member checkbox. 
Group membership can be enabled by ticking the Member checkbox 
and removed by  un-ticking the Member checkbox. Changes are 
written to the database by clicking the Update  button. 
 
 
 
 
 
 
 
 
 
 

Figure 14.12 
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Assigning  A Switch Port To A User 

This is done by setting the ‘Switch Port’ parameter in the Users 
Profile (See Chapter 3). 
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IP Telephony 

Cisco Call Manager 

 
Overview 

PolicyServer has the ability to interact with Cisco’s CallManager in a 
number of ways. The most basic integration see’s PolicyServer 
emulate a Cisco telephone handset, which enables PolicySerer to be 
called from an existing handset and announcements to be recorded.  
The more advanced integration allows pre-recorded announcements to 
be paged to both Netgenium speakers and Cisco handsets capable of 
hands free operation. Live announcements can also be broadcast from 
handset to speakers and phones. 

 
Configuring PolicyServer 

Navigate to :Integration>IP Telephony>Cisco 
CallManager>CCM Configuration 
 

 
 
Figure 14.13 
 
The configuration page has options to setup phone emulation for 
incoming calls, this feature is used to record announcements to the 
PolicyServer database. The emulation is restricted to a single device, 
this restricts the number of concurrent incomming calls to one. 
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The second option on this page allows Voice Mail ports to be setup 
between CallManager and PolicyServer. The VM ports handle 
outbound voice calls i.e. scheduled and live announcements made to 
speakers and handsets. 
Multiple VM ports can be setup, enableing multiple concurrent 
announcemets to be made. 
Phone Emulation 

This example explains how to configure PolicyServer to emulate a 
7902 handset.  
Enter the IP address of the CCM Subscriber PolicyServer will register 
with in the CCM Server IP Address textbox. 
Enter the name PolicyServer will register with. This usually consists 
of [SEP][MAC Address] where MAC Address is the MAC address of 
the server. This name must be unique and must match the Device 
Name setting in the CallManager configuration. 
Select the phone type to emulate. 
Enable the registration and restart the Netgenium IPT service and the 
Netgenium AB service. 
A handset matching the above settings must be configured on 
CallManager before PolicyServer will register correctly.  
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Voice Mail Port Emulation 

Each Voice Mail Port configured enables a single out bound 
connection over which live or scheduled broadcasts can be made. 
Therefore with 8 Voice Mail Ports it is possible to have 8 concurrent 
announcements playing to 8 different zones. 
The Voice Mail ports must be configured on CallManager before 
PolicyServer is configured. The example below uses 8 ports. 

 
 
Figure 14.13 
 
The example above shows the Voice Mail Ports in Call Manager 
configured with a Device Name of  
Netgenium1-VI1 – Netgenium1-VI8 
There are 8 Voice Mail Ports configured in total. 
With the CallManager configuration in place, only two parameters 
require configuration in Policy Server.  
VM Port Prefix – The pre ‘-‘ portion of the Device Name configured 
in CallManager. In this example the prefix is Netgenium1  
VM Ports – The number of VM Ports configured, in this example, the 
number is 8. 

 
 

 
 

 
Stop and start the NetgeniumAB service and the NetgeniumIPT 
service. 
 
 
CCM Management & Application Users 

The application and management user accounts are required to import 
phone records from Call Manager. Both accounts should be 
configured on CallManager. It is important the application user is 
granted control of all the phones to be imported into PolicyServer and 
the management user must have a minimum of CCM SuperUser 
rights. 

Figure 14.14 
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Importing Phones 

To enable phones to be used, phone records must be imported into the 
PolicyServer database from CallManger. 
Ensure the application and management user accounts are setup 
correctly. 
Navigate to: Integration>IP Telephony>Cisco CallMan ager> 
CCM Phone Import. 
Click the Import  button 

 

Figure 14.15 
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Recording Audio 

 
Navigate to: IP Telephony>Cisco Call Manager>CCM Au dio 
Recording 
 

 
 
 
This page has 3 panels: 
 

·  Softphone  
·  Audio recording 
·  Audio library 

 
The softphone panel shows the image of a Cisco 7961 phone and a 
numeric keypad. If the server is registered and has been allocated a 
directory number, this is displayed under the image. Should you wish 
to dial an extension from the server, you can either dial the number 
with the numeric pad or type the number in the textbox and click the 
green off-hook button.   
To answer an incoming call, click the green off-hook button. 
To cancel any call, click the on-hook button.  
The audio panel allows you to pre-record announcements. The audio 
source for the recordings is extracted from the receive leg of the call 
made to Policy Server. 
  

Note!! 
Take care when deleting 
audio streams, make sure 
the audio to be deleted is 
not used by any Paging 
Messages 
 

Figure 14.16 
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During recording the audio stream is saved to a temporary buffer, to 
allow playback. The stream can be tagged and saved in the database. 
 
 
The audio library lists the recording stored in the database. If you 
right click a record in the library you are given the option to play the 
audio stream (you must have a phone call to the server setup. The 
audio is played to the calling handset.), or delete the audio stream.  
To record an announcement: 
Ensure Policy Server is registered with CCM 
1. Call the directory number assigned to Policy Server from an IP 

handset. 

2. Press the record button and record the announcement. 

3. Playback the message to the handset if required 

4. Name the audio clip and select an audio type. 

The audio clip can be tagged as one of four audio types, these are: 
 

·  User 
·  Device 
·  Announcement 
·  Warning 

 
The User tag is usually used to tag a username. This enables the audio 
clip to be assigned when a user is configured on the system. 
The Device tag is usually used to tag a device name. This enables the 
audio clip to be assigned when a device is configured on the system. 
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