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@g enium Preface

PREFACE

This preface describes the purpose, audience, iaegem, and
conventions of this guide

The preface covers these topics:

Purpose, page 2

Audience, page 2

Conventions, page 3

Purpose

The Netgenium PolicyServer Administration Gutevides
information about administering the Netgenium Bdierver.

Audience

The Netgenium PolicyServer Administration Guidavritten for
network administrators responsible for managing\Nbgenium
PolicyServer. This guide requires knowledge of éworking, IP
Telephony and IP CCTV technology.
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Conventions

This document uses the following conventions:

BOLD ORANGE  fontis used to show Navigation steps to
configure a feature

BOLD RED font is used to indicate a button or hyperlink
BLUE font is used to indicate a label on the web page
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Prerequisites

CHAPTER 1

GETTING STARTED

Prior to beginning an installation of the NetgeniBuolicyServer,
verify that these prerequisites have been met:

Hardware

Processor Type: Pentium Ill-compatible processdriginer
Processor Speed: Minimum 2 GHz

Recommended: 3 GHz or higher
Memory(RAM): Minimum 2 GB

Recommended: 3 GB or more

A standalone server is preferred.

Virtual servers are supported; however dedicatsedure to meet the
minimum spec must be allocated. That said, howd@icyServer is
a realtime application and requires access to resan a timely
fashion. If the performance of the application stdgfdue to resource
starvation it may be necessary to move PolicySeovarstand alone
server.

Sharing harware platform with resource hungry aapilons such as
CCTV recording applicationsis NOT supported.

During normal operation PolicyServer will receiv€EH and UDP
requests from devices on the network. It is theeefecommeneded
that Windows Firewall is disabled.
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Note !!

dotNET
Framework should
be installedAfter
[IS. This will
ensure that lIS is
patched and will
run the application

Software

Opera

ting System:

Windows Server 2003 R2 Standard Edition.
Microsoft IS

ASP.NET support for IIS.

Microsoft dotNET Framework 2.0

Browser - Microsoft Internet Explorer version 7adrove

OR

Windows Server 2008

s 7

[IS 6 WMI Capability

[IS 6 Scripting Tools

[IS 6 Management Console

Microsoft dotNET Framework 2.0

Browser - Microsoft Internet Explorer version 7atrove

License

PolicyServer must be licenced before it can be uBetbre you apply
for a licence from Netgenium Systems you will né&selfollowing
information.

Organisation Name.  The name of the organisation.
Server Name. The name of the server.
Server IP Address.  The IP Address assignéuktserver.
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Installing The Software

Database Model

Before you install Netgenium PolicyServer you sklocdnsider
which database model you will be adopting.

The default installation will install a named insta (NETG) of
SQL2005 Express. You can customize various elenaéritse
database install including the instance name aaigp@ssword during
the installation process, if required.

It is possible to use an existing installation QL2005 server. This
may exist on the server hosting PolicyServer oamother machine.
If you choose to use an SQL2005 serer on anothehimayou
should be aware that PolicyServer requires accegetdatabase
when processing policies and network latency caifielct
performance. A dedicated instance of SQL2005 ismenended.

Installation

You must be logged on to the server with administraghts.

1. Insert the CDROM and wait a few seconds. The ilatah
should start automatically. If the installation do®t start, browse
the CD and run the SETUP.EXE installation wrapper.

2. Follow the instructions of the install process, yaill be asked to
choose the database model.
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0 Setup - Netgenium PolicyServer [;] m '

Database Model

Please select the databse model you wish to use, then click Next.

(® SQL Express (Default Option)
(O SQL 2005 (customer supplied)

[ <Back || Next> | [ Cancel

3. Choose the desired option and clidkxt.

4. If you choose the default option you will be givitye option to
customize the database install. Make any change=ssary and
click Next.

5. If you choose to use an existing installation ofL.2Q05 you will
be asked to enter the connection details of the2BQ%& server.
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patabase Configuration DI

@genium PolicyServer

Database Connection

Server
Instance Name
'sa’ password

Confim Password ||

[ Test Connection ]

The following details are required:
Server The server on which SQL2005 is ingtlalle
Instance Name The instance name used for shallation.
A dedicated instance is recommended.
sa password The password for the sa accolBQoP005

6. When the details are entered to must click st Tonnection
button. The connection to the server is testetthdfconnection is OK
click theNext button.
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During the rest of the installation process, thégieium web
application and engine services will be installBlde database will be
configured and temporary files used during theaihetion will be
removed from the hard disk.

Default Windows Permissions

Netgenium PolicyServer adopts the following useoaats during
normal operation:

Internet Guest User Account (IUSR_[machinenamegnreh
machinename is the name of your computer)

In addition each windows service in operation addipé local system
account.

By default the web portion of the application asearthe identity of
the Internet Guest Account and any backend codeuée@ by the
application assumes the identity of the ASPNET asepunt.

Each time a web page is opened the web applicaiesito access the
database account details stored in the registrylolis the user the
web application adopts must have permission tossctte registry
keys.

If you are using the default Internet Guest UsetcdAmt you will

need to assign the IUSR_[machinename] sufficientlpges to
access the registry keys. (see Editing User AccBumileges below).
If you don’t want to assign the Internet Guest Aguato the
PolicyServer web application, you can change tloewat used at any
time (see Changing the Internet Guest User Accolni§ure the new
account assigned to PolicyServer has sufficienilpges to access
the registry.
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Windows Server 2008 Post Installation

Once PolicyServer has been successfully instated/mdwos

Server 2008, there are a number of post instafiatomfiguration

tasks to complete before the configuration intexfean be used.

Ensure the NGPS web site is configured to use tass{¢

Application Pool.

1. Select the NGPS web site in IIS Management Corsuadeclick
theBasic Settings hyperlink

- sl | Usr # Expiore
€5 Start Page it Permissions.
d < Group by: Area M EdLD

295 LH-JI4FA42QG2ZVY (LA

=) . <
2 Application Pools ASP.NET 2| ||lZ) BasicsSettings...
= @/ Sites R View Virtual Directories
=
€ Defauit Web S &/ [ }‘ : .
#-_] aspnet_dli 2 —r Manage Application
B9 NGPS NET NET .NET Profile o2
5 Compilation ~ Globalization Browse Application
@] App_( =
B - [®] Browse *:80 (http)
®-{7] bin 7 P ;
@] HTML \/ E‘\/ =D Advanced Settings...
.NET Roles JNET Trust NET Users © Hebp
Levels -
Online Help
— .| E| 2
‘ = ab i!k/

Application Connection  Machine Key
Settings Strings

(=] Features View |\Z Content View
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2. Select the Classic Application Pool

( Server Manager

File Acton View Help

9| 2[m]
T
E @ Roles =
B B webse 6@ (P > LHIIFA40GZVY » Stes b DefaultWebSite » NGPS b & = 1@ -
Ny nt
g e [ T !
 Diagnostics e). H |3 L 2
Configurat =G Start | Web Sitename:  Default Web Site [ ivamaaay
storage | .63 1.3 | Path: / -
2/ basic Settings
Sl Man 21 R
=4 seect... |
| g Application pool: lage A~
Example:
| y ICIassn: .NET AppPool LI Browse Application

Physicals  [Sefau AppPool L =80 (http)

IC:‘metpL Classic .NET AppPool NS

Pass-thrc | .Net Framework Version: 2.0 fidvanced Settings...

Pipeline mode: Classic Lo
Connect b
(o ] conw |
I Cancel l

M # 8

Modules Output SSL Settings :I

T 3 K1 | | [Z]Features view [i% Content View
[ [ [

Figure 1.4

Ensure the NGPS web application is has the consatpermissions.

Select the NGPS website in 1IS Management Console.
Double Click the Authentication icon in the cenpane.
Highlight the Anonymous Authentication option aridkcthe Edit
hyperlink.
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W Server Manager i _lnI_x_l
File Action View Help
e 5w
§ Ssif\/ef Ll Internet Information Services (IIS) Manager
B @ Roles ——
= @ web se 6@ (@ » LH-JIFA4QGZVY b Sites P DefaultWebSite b NGPS » |53~ ne-
N Int
® g Feotres = Actons
S ossroscs @ 1 |22 |8, &  Authentication il
g Configurati T_—Swrt Page = o
Storege |l 3.3 (-ararada0Gzvy | | SIUREY: No Grouping 5
Q Application Pools Name 4 Status 0 Help
=-[8) Sites Anonymous Authentication Enabled Online Help
=€ Default Web S ASP.NET Impersonation Enabled
{Z] aspnet_di Forms Authentication Enabled
2P NePS
] App
&3] bin
= HML
4 | 2l
4 | K1 | | [ZlFeatures view |\ Content View

[
Lrstan| | % M @ | §intemetinformati.. [ g server Manager | NGPSwed | 1§ 2008.2-pant || @y 1130
Figure 1.5

The user account the web application adopts edisEhis account is
required to have Administrative rights on the maehi
The default setting the the IUSR account.
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Either change the user account to a preconfigureduat with
Administrative priviledges. Or, grant the IUSR agob
Administrative rights (seEditing User Account Privileges in
Windows Server 2008)

o leix
6@ [ 3 » nneaszeziy » |@ - e -
File View Help
i @9 Authentication
CHETE) Fi —
% Start Page . Edit...
593 LHaTFAS0GIWLH | | SroURBY: NoGrouping &
) Appication Pools || [Name & [[stetus [ResponseTipe || @ Hep
(8] Sites Anonymous Authentication Enabled Online Help
UM ronymous Authentication redentisl ST
Anonymous user identity:
& Specfic user:
=
" Appilication pool identity
243
User name: —IOK —ICumel
I
Password:
Confirm password:
[—
OK Cancel l H
1] l L3 g = J&E
Configuration: localhost’ applicationHost.config or root web.config LF|

Orstort| | 5 m @ | Intemetinform... _§ Severbanager | | NGPsweb | § 2008.3-pant [ @y 1131

Figure 1.6
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Editing User Account Privileges in Windows

Server 2003

To edit user account privileges:

:;! My Computer

‘rj My Network Places

B’ Control Panel

@, Set Program Access and
Defaults

&. Connect To
)

\ ﬁ Printers and Faxes

I
Open
Explore
Search...
Manage

Map Network Drive...
Disconnect Network Drive...

Show on Desktop
Rename

Properties

o

1. Right click the ‘My Computer’ icon and select Maeag

2. Select Local Users and Groups>Users.

3. Right click the Account you want to change and ddiroperties.

4. Select the ‘Member Of' tab and add the user toer @oup with

the required privileges.

5. Click OK.
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Figure 1.8

L
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Changing the Internet Guest User Account in
Server 2003

This user account can be changed at any time ltingdne properties
of the web application from within IIS manager.

To change the account used by PolicyServer:
6. Right click the NGPS web application from the [ISuhdger
console

7. Select Properties
8. Select Directory Security

9. Click the Edit Anonymous access and authenticatmntrol
button

10. Enter the new username and password for the acgourwant
PolicyServer to use.
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11.Click OK

Permissions for Printing Reports

Reports can be printed from any printer installadlee server that
PolicyServer is running on. The reports can betpdmanually from
the web application or scheduled via a policy i thle base.

The ability to print depends upon the user accaset by
PolicyServer having access to the printing resaurce

To print from the web application, the user accaettup in IS
Manager is adopted by the web application (see @hgrihe Internet
Guest User Account above). Ensure this accounatesss to the
printers you want to use.

Scheduled reports are run by the NetgeniumPSesgivice. By
default this service adopts the local system adcdimrun a
scheduled report the account the service is adpptunst have access
to the printer.

To change the account the service uses:

1. Right click the NetgeniumPSengine from the ServiMesager
console and select Properties.

2. Select the Log On tab

3. Clock the ‘This account’ radio button and enter dlceount
username and password.

4. Restart the service
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Administering PolicyServer
PolicyServer is administered using a web browsse ldternet
Exporer version 7 or above.
Browse to the following URL:

http://[IPAddress])/ngps

You will be prompter for a username and passwohe default
username isdministrator.The default password rgetgenium.
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3. Ensure the NGPS web application is has the couser
permissions.

4. Select the NGPS website in 1IS Management Censol

5. Double Click the Authentication icon in the aenpane.

6. Highlight the Anonymous Authentication optiordasiick the
Edit hyperlink.

The user account the web application adopts edisthis account is
required to have Administrative rights on the maehi
The default setting the the IUSR account.
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Either change the user account to a preconfigureduat with
Administrative priviledges. Or, grant the IUSR agob
Administrative rights (seEditing User Account Privileges in
Windows Server 2008)
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Editing User Account Privileges in Windows Server 2 008
To grant the [IUSR account Administrative rights:

1. Open Server Manager

Local users and Groupand highlight theGroups
folder.

2. Double click the Administrators group in the cergeae and
add the IUSR user.
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Permissions for Printing Reports

Reports can be printed from any printer installadlee server that

PolicyServer is running on. The reports can betpdmanually from

the web application or scheduled via a policy & thle base.

The ability to print depends upon the user accaset by

PolicyServer having access to the printing resaurce

To print from the web application, the user accaettup in 1S

Manager is adopted by the web application (see @hgrithe Internet

Guest User Account above). Ensure this accounatesss to the

printers you want to use.

Scheduled reports are run by the NetgeniumPSesgivce. By

default this service adopts the local system adcdimrun a

scheduled report the account the service is adpptunst have access

to the printer.

To change the account the service uses:

1. Right click the NetgeniumPSengine from the ServiMasager
console and select Properties.

1. Select the Log On tab

2. Clock the ‘This account’ radio button and enter dlceount
username and password.

3. Restart the service
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Administering PolicyServer

PolicyServer is administered using a web browsse ldternet
Exporer version 7 or above.

Browse to the following URL:

http://[IPAddress]/ngps

You will be prompter for a username and passwohe default
username isdministrator.The default password rgetgenium.
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Un-Installing PolicyServer

To remove PolicyServer successfully it is necessargmove the
Netgenium web application and Windows service(sl) the instance
of SQL installed by the installation process.

To remove the Netgenium applications:

Navigate to Control Panel>Add or Remove Programghermachine
and remove the Netgenium applications.

Use the Add or Remove Programs console to remavagitance of
SQL installed by the installation process.
Beware that when Microsoft SQL is removed any austodatabase
fies are left behind by the uninstall process.oifi yntend to re-install
Netgenium PolicyServer the files containing the NGRitabase and
log must be removed from the machine.

The location of these files can vary depending uperoptions
selected during the installation process. In awefastallation the
files will be located in the following location:

C:\Program Files\Microsoft SQL Server\MSSQL.1\M33Qata
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Architecture

CHAPTER 2

SYSTEM OVERVIEW

There are three elements to the Netgenium Poli#gbarchitecture.

Database

The backend database for Policy Server is MicraSQt. 2005. One
of two deployment models is possible. The choicdegfloyment
model is made during the installation process. dppteons are:
SQL2005 Express. (Default option.)

A dedicated named instance (NETG by default) of 2005
Advanced services is installed on the same madsribke application
during the installation process.

SQL2005.

PolicyServer can be configured to use a custonygslga instance of
SQL2005 server.

The installation procedure of PolicyServer promyats to enter the
instance name and ‘sa’ name and password. Afteshwthie default
database tables and settings are configured.

Management Interface

The Netgenium PolicyServer management interfabeawser based
and can be accessed via Microsoft Internet Explaei7.0 or above
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PolicyServer Engine

The Netgenium PolicyEngine consists of a windowsises running
under the the ‘Local System’ account.

TheNetgeniumPS enging the core of the system managing policies
triggered by inputs and time/date change. Thisisemaccepts triggers
from end devices and processes them through theypale base.

The resulting event is then sent to the end devVibe.service also
monitors the system time clock. Each minute chasgeat as an
input and the policy rule base is checked for gadesnatches.

Netgenium Audio Broadcast Service

The Netgenium Audio Broadcast service managegsansrission of
audio broadcasts to network speakers. If this sengi stopped,
network speakers will not receive audio from Pdhewer

Netgenium IP Telephony Service

The Netgenium IP Telephony service maintains regisin with the
soft PBX, initiates call to hansets and plays aainouncements to
hansets, receives calls from handsets to recorousnwe ments.

Netgenium Remote Console Service

This service facilitates and maintains active rerominsole session
connections.
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Netgenium ImageServer Service

The Netgenium ImageServer is for use in the CiBcddlephony
environment only. ImageServer provides an imagevession from
jpeg to png format for the display of still imagesm IP CCTV
cameras on Cisco colour TFT hansets.
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Overview

CHAPTER 3

SYSTEM OPTIONS

Netgenium PolicyServer uses an object orientedagmbr to the
configuration process. This approach means thattam entered
during configuration (users, user groups, contrs|lenput/output
groups, schedules etc.) is viewed as an objedidgatabase. So
when requirements of the business change, the &trabor can
modify the pre-defined objects and these changeprapagated
throughout the database instantly without re-defirrules in the
rulebase.

The configuration process consists largely of agdibjects to the
database, logically grouping these objects togettterinput, output
or user groups and manipulating these groups icipsl
However, before you use PolicyServer for the tirge there are
some essential pre-requisite steps to carry out.

The rest of this chapter will show you how to aldd various
Netgenium end devices to the database, how toecrgatit and
output groups, schedules and policies.
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Configuring PolicyServer System Options

When configuring PolicyServer for the first timesth are two steps
you must complete before adding objects to thebdaia

You must enter the System Options parameters; ihekele the
Company Name, Server Name and System IP address.

You must licence PolicyServer

Setting The System Options

Navigate To:  System>Options
System

Company Name

The name of the company running PolicyServer. Thise appears
in reports.

Server Name

The administrative name of the server. This fielastrbe configured
and must be the server name used when applyirtgdamystem
license.

Active IP Address

The IP Address of the system. This field must b&figared and must
contain the IP Address used when applying for yts¢esn license,
which must be an address configured on the machine.

Auto Registration

Enabled/DisabledWhen enabled PolicyServer will automatically
register end devices. If any lock controllers anggister with readers
attached, the readerswill be addealaitd devices

Auto Associate

Enabled/DisabledWith this option enabled, any ALK3702-1P or
ALK3704-IP lock controllers registering with readexttached will
haveDevice Associationsreated between the controller and the
reader(s).

Reset Override State

Enabled/DisabledWith this option enabled, any port (Lock or Dadit
Output) or speaker with ti@verridecondition configured will be
reset toNormal operation upont restart of the Netgenium Policy
Engine.
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Email

SMTP Server

If email alerts are to be used. Enter the nam® @ddress of an
SMTP server to be used as a reley for the emails

Domain Name

Enter the source domain name for the email alerts.

Database

Delete Syslog older than.

The number of days Sys log entries are kept (\alities are 7 — 365)
System Log Severity Level.

The severity level of logged system events.
Delete Events older than.

The number of days report data is kept (valid estdare 7 — 365)
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FIRE REPORTS

Any of the ALK370x-IP lock controllers can acceptiaput from a
Fire Alarm and transmit notification of a Fire Atato PolicyServer.
PolicyServer can then be configured to print a Rieport upon
receipt of a notification. The Fire Report can beed or grouped
according to £ustom Fielddeclared in the User Profiles.

See also User Profiles.

Select the sort or group criteria from the dropddiatn

Biometric Parameters

When an authentication request using biometric dataceived, an
attempt to find a match in the PolicyServer databasnade. A
successful match is deemed to have occurred wieedatta in the
authentication scores above the upper thresholdglthre matching
process. The authentication attempt is rejectedinescore is below
the lower threshold. When the score is betweemiper and lower
threshold a confrmation read is requested at theere

Use the slider to set the threshold levels for Béoin Reads.
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Note !!

The range of multicast
addresses 224.0.0.0 to
224.0.0.255 are
reserved for routing
protocols

Audio Multicast Channel IP

The audio multicast channels are used by the NetgeAudio
Broadcast Service to stream audio to groups cdlsps.

Upto eight simultaneous audio streams are suppbstétblicyServer.
Each stream requires a class D Ip address.
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System Ultilities

Navigate to System>Ultilities

This facility provides status information and cahiof the Netgenium
services from the web page.

To start a service; click the appropriate button.

To stop a service; click the appropriate button.

Entering the System License

Navigate to System>Licensing
Enter and confirm the license key and clibkxt button to write to
the database.

View System Logs

Navigate to System>Logs

The system logs contain system level informatiaeireed from
devices. Under normal operation the logs are atdidhuse and the
logging level should be reducedEmergencies.

During system commissioning, however, the infororatan be
quite useful in high lighting configuration err@t.

The log entries are displayed in grid format, rigiitking the data in
the grid will provide options to manually deletevsor all of the
entries.
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Administrator Password

Navigate to System>Administrator
The administrator password can be changed by agtére new
password in the textboxes and clicking bthext button.
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CHAPTER 4

CONFIGURING DEVICES

Device Classification

In Policy Server, devices are classified as eighparent device or a
child device. A parent device has on-board netviatedligence,
hosts an IP address, is configurable with a welwbeo and can
support a number of child devices. The child detias no on-board
network intelligence and relies on its parent dexacommunicate
with PolicyServer.

When a parent device is added to Policy Servercliid devices it
can support are added automatically. You can’taaddild device to
Policy Server from the management interface.

For example: The ALK3702-IP Lock Controller can pag up to
two card readers. When it is configured on theeertwo child
devices are automatically added. The child devéckxpt the IP
address of the parent device and a unique MAC addealculated
from the base MAC address of the parent plus aebff

For Example:

ALK3702-IP IP =10.100.1.175

MAC = 00:15:DD:60:00:01

Reader A IP=10.100.1.175

MAC = 00:15:DD:60:00:01-1

Reader B IP=10.100.1.175

MAC = 00:15:DD;60:00:01-2

The ReaderA & ReaderB MAC addresses shown abowveosi€e
standard and are used only for device identificatioring the
authentication process.



Configuring Devices

Note !l

ALK1201-IP,
ALK3601-IP and
ACR2401-IP are not
capable of
registration

Automatic Registration

If an end device is configured to registrer witHi®@erver a
registration request is sent to PolicyServer winendevice boots.

If this is the first time the device has registeitad automatically
configured in the database of PolicyServer, aloitg any child
devices onfigured on the parent.

Registration is maintained by sending ‘Hello’ paskevery 30
seconds. If 3 *hello’ packets are missed the deigckemed to have
lost connectivity and the registration status ianged to ‘Not
Registered’

Manual Configuration of Devices

Navigate to: Configure>Devices

The configuration of devices can be sub-divided imto segments,
network related parameters and the 1/O (inputsigs)p The network
configuration options are same for each device.typese consist of
the following:

Device Name.

A unigue name for the device.

MAC Address.

The MAC address of the device being configured fpart of each
packet transmitted to Policy Server. Policy Sensas the MAC
address to identify which device is making the esiu

Password

Each device has a configurable system passwordwidiacluded in
every packet transmitted. A matching password rbeshcluded the
device profile configured on the server. Each tinfermation is
exchanged the password is checked. If the passwandorrect or
missing the packet is ignored.
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The default password is ‘netgenium’. When a deisamnfigured
and the password field is left blank, the defaakgword is entered in
the database.

IP Address

The IP address of the device.

Audio Tag

The pre-configured Audio Tag for the deviee€ chapter X
Description

The 1/0O for each device varies depending upon @etyipe.

Configuring a Parent Device with Child Device Capab ility

When a device type has child device capability geuthe
opportunity to enable the child devices when yonfigore the device
on Policy Server, then again when you edit the@evi

The type and number of child devices a parent éesan support
varies according to the device type of the parent.

The child devices can be enabled when adding trenpto Policy
Server, or later by editing the parent device.
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ALK3601-IP

The ALK3601-IP can support up to two child devicElsese can be
any traditional card reader that conforms to thed&nd standard.
The ALK3601- IP provides an IP configuration fremtd to the
traditional reader and assigns a virtual MAC adslteghe unit.

To enable a child device tick the checkbox labelledfigure this
Device. A new card reader will be added to the systemvatide
available to be added in to Reader Groups anddedin Policies.
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ALK370x-IP

The ALK370x-IP family of lock controllers can suppap to four
child devices. These can be any traditional caadeethat conforms
to the Wiegand standard. The ALK370x- IP providesra
configuration front end to the traditional readed assigns a virtual
MAC address to the unit.

The virtual MAC address format is non-standard iangsed within

the server for device identification only. It ordppears in the payload
of the Ethernet frame. A typical address format is:

0015DD600002 — 1

The first part (pre hyphen) is the physical MAC ead$ of the parent
device. The second part is used by the serveetttifgt the child
device of the unit.
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To enable a child device tick the checkbox labelledfigure this
Device. A new card reader will be added to the systemveatide
available to be added in to Reader Groups anddedun Policies.
When the options have been configured. ClickNket button to
write to the database.

Search For/Edit a Device

The configuration parameters for a device can lamgéd at any time
from the web interface.

Navigate to: Configure>Devices

Click theFind and List Devices hyperlink and the top right hand
corner of the page.

Select a search filter and click the button. To list all Devices,
click theFind button with no search filter selected.

Right-click the device to be edited and select Hugt device option.
Device I/O Ports

The characteristics of the I/O on a Netgenium dewi@ dictated by
the application area the device is designed for.

Access Control Devices

The majority of Flex Inputs of the ALK370x-IP lodontrollers are

used to control the local controller (eg the RegiiesExit switch).

Only two, the Fire Alarm Input and the Auxillary pat result in an

events being sent to PolicyServer. Both eventsedezence in the

policy editor.

The Outputs of a lock controller are of two distitypes.

1. Lock Ports. — Designed to control locking hardwditee lock
ports can be associated with card readers, addsack Groups
and referenced in polices controlling access tailing.
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2. Digital I1/0 Ports — These outputs control the sypydla 12Vdc
output and are usually used to control an exteeial. These
ports can be added to Digital Output Groups anereeiced in the
policy rulebase.
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ALK1201-IP

The ALK1201-IP supports a single locking device.éeftit the Lock

Group click the  hyperlink.

The Lock Port is displayed. The port name is camid when the
device is configured and consists déyicenamg [port]..

Click theEdit hyperlink to change the group membership of thekLo
Port.
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Digital Output Ports are not available on the ALR12P.
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ALK3601-IP

The ALK3601-1P supports a single locking device.etit the Lock
Group click the hyperlink.

The Lock Port is displayed. The port name is camid when the
device is configured and consists déyicenamg [port]. To change
this name, edit the text and click the  button.

Digital Output Ports are not available on the ALR26P.
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ALK3701-IP, ALK3702-IP & ALK3704-IP

Both the ALK3701-IP and the ALK3702-IP support agie locking
device and four Digital Output ports. The ALK3702-4upports two
locking devices and four Digital Output ports.

To edit the Lock port click the  hyperlink.
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The Lock Port is displayed. The port name is caméd when the
device is configured and consists déyicenamg [port]. To change
this name, edit the text and click the  button.
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To edit the Digital Output ports click the hyperlink on theedit
Devicepage.

To change the port name, edit the text inRbel Name textbox and
click theUpdate button.

Digital Equipment Types

You can record the equipment type each port suppord the loading
(in watts) of the port. This information is stori@dPolicyServers
database and the activity of each port can be thggyes then
possible to produce accurate reports on energyeusa@ per port or
per group basis.

To make use of this feature it is necessary toigarg the

Equipment Connected field in the port configuration. It is also
important to ensure that tik@wer Loading parameter is accurate as
it is this entry that is recorded in the log.

To enter a new Equipment Type:

1. Select from theEquipment Connected option(see

Digital Output Port above).
2. Enter the equipment details and power requirements.

3. Click the button.

Audio Devices
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Both the ASP7001-IP and the ASP7002-1P speakersosugigital
I/O. each device supports upto four digital inpartsl four digital
outputs.

The devices can be configured to send an eventlioyBerver when
an input is triggered. This in turn can be used agyger for a policy
in the rulebase.

The digital outputs can be controlled by Policy®erv
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Configuring Digital Inputs

Select the=dit hyperlink for the digital inputs from tHedit Device
page.

The Edit Digital Input Ports page allows you to figare each of the
four inputs of the device.

The following configuration options are available:

Sensor Name

The default value is [device name]_Dg_In_x. Thimeaan be
changed.

Sensor Type

Four input types are supported:

1. Retractive Switch (Normally Closed)

2. Retractive Switch (Normally Open)

3. PIR

4. Netgenium APCO02 People Counter
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Default State

As part of the policy rulebase, PolicyServer carcdeafigured to
reference the state of a digital input. If the deybecomes
unreachable and the state of the input is undetaslana default state
can be assumgdRIGGERED/NOT TRIGGERED)

To use the default state select the= Default checkbox.

When the configuration is complete click thgdate button.

Each port can be a member of one or more Digitab&egroups. To
edit group membership for a port. Selectfhi Group hyperlink
for the port.
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Configuring Digital Outputs
Select the=dit hyperlink for the digital outputs from th&dit Device
page.

Each digital output provides a 12Vdc supply whieh be used to
control an external relay.

The Edit Digital Outpt Ports page allows you to figure each of the
four outputs of the device.

The following configuration options are available:

Port Name

The default value is [device name] _Dg_Out_x. Thise can be
changed by editing the text.

Click theUpdate button to write changes to the database.
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Equipment Types

You can record the equipment type each port suppord the loading
(in watts) of the port. This information is stori@dPolicyServer’s
database and the activity of each port can be thgges then
possible to produce accurate reports on energyeusa@ per port or
per group basis.

To make use of this feature it is necessary toigarg the

Equipment Connected field in the port configuration. It is also
important to ensure that tik@wer Loading parameter is accurate as
it is this entry that is recorded in the log.

To enter a new Equipment Type:

4. Select from theEquipment Connected option(see

Digital Output Port above).
5. Enter the equipment details and power requirements.

6. Click the button.
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Lighting Devices

Both the ALC0808-IP(W) and the ALC0808-1P(P) ligidi
controllers support eight digital inputs (switchB#R'’s etc), eight
analogue inputs (sensors), eight digital outputgpfmains-voltage
ON/OFF) and eight analogue outputs ( mains-voltdgeable via
DSl ballast).

The controllers can be configured to send an eieRblicyServer
when an input is triggered. Likewise the outputs lsa controlled via
the policy rulebase.

The rest of this section explains how to configine 1/O of the
ALCO0808-IP and how to edit the group membershifhefports.

Configuring Digital Inputs
Select the=dit hyperlink for the digital inputs from tHedit Device
page.
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The Edit Digital Input Ports page allows you to figare each of the
eight inputs of the device.

The following configuration options are available:

Sensor Name

The default value ifdevice name]_Dg_In_xThis name can be
changed.

Sensor Type.

Four input types are supported:

1. Retractive Switch (Normally Closed)

2. Retractive Switch (Normally Open)

3. PIR

4. Netgenium APCO02 People Counter

Default State

As part of the policy rulebase, PolicyServer carcdafigured to
reference the state of a digital input. If the deybecomes
unreachable and the state of the input is undetslana default state
can be assumgdRIGGERED/NOT TRIGGERBED

To use the default state select the= Default checkbox.

When the configuration is complete click thpdate button.

Each port can be a member of one or more Digitak&egroups. To
edit group membership for a port. Selectkhi Group hyperlink
for the port.
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Configuring Analogue Inputs

Select the=dit hyperlink for the digital inputs from tHedit Device
page.

Each analogue input port will support one of fomvieEonmental
sensors. These are:

AMN21 Ambient Noise Sensor
LGT 16 Light Sensor

HMD 17 Humidity Sensor
TMP 32 Temperature Sensor

These sensors enable Policy Server to act on emagntal
conditions and use them as either a trigger orrageaence value for
a rule in the rulebase.
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To configure a sensor:

Click the button for the port you want to coufiig.
Select the sensor type from the dropdown list.
Of the two sliders shown, the lower slider configgithe upper and
lower threshold of the sensor. Policy Server pibléssensor
periodically and maintains a ‘live value’. Thisimglicated by the bead
above the lower slider (place your cursor overttéad, the value is
shown in a context menu).

The upper slider configures a default value forglesor. This value
can be used if Policy Server needs to referenceeghsor to process a
rule. If theUse Default checkbox is ticked and Policy Server cannot
contact the sensor, the default value will be used.

Configure the sensors thresholds.

Click the button.

Configuring Digital Outputs

Each digital output port of the ALC0O808-IP is caleatit supplying
mains voltage to the device or devices connectéd ltas also
possible to record the type of device(s) connetddtie port and the
energy consumption of the device(s). Port actigég be logged in
Policy Server, this data can then be used to ae&yergy usage.
To edit the digital output ports of the ALC0808-IP:

Select the=dit hyperlink for the digital inputs from tHedit Device

page.
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Port Name

The default value iglevice name]_Dg_Out .XThis name can be
changed.

Equipment Connected

Select the type of hardware (if required) and powading of the port
from the drop down list. If the required hardwasenot in the list you

can create a new item by selecting from the list éee

Equipment Types belgw
When all ports have been configured, click the  button.

To edit the group membership of a port:

Click the Edit Group hyperlink of the port you waatedit.
To add the port to a group, tick the checkbox atlember?
column.

Click the button.
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Configuring Analogue Outputs

The analogue outputs of the ALCO808IP are designgdovide a
switched mains voltage to a DSI capable ballast. ddntrollers use
an additional single pair connection to the baltastontrol dimming
at the light fitting.

To edit the analogue output ports of the ALC08B8-I

Select the=dit hyperlink for the digital inputs from tHedit Device

page.

Port Name
The default value ifdevice name]_An_Out_xThis name can be
changed.
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Equipment Connected

Select the type of hardware (if required) and powading of the port
from the drop down list. If the required hardwasenot in the list you
can create a new item by selecting from the list éee

Equipment Types belgw
When all ports have been configured, click the  button.

To edit the group membership of a port:

Click the Edit Group hyperlink of the port you waatedit.
To add the port to a group, tick the checkbox atlember?
column.

Click the button.

Equipment Types

You can record the equipment type each port suppoid the loading
(in Watts) of the port. This information is stor@dPolicyServers
database and the activity of each port can be thggyes then
possible to produce accurate reports on energyeusa@ per port or
per group basis.

To make use of this feature it is necessary toigarg the

Equipment Connected field in the port configuration. It is also
important to ensure that ti®wer Loading parameter is accurate as
it is this entry that is recorded in the log.

To enter a new Equipment Type:

7. Select from theEquipment Connected option(see

Digital Output Port above)
8. Enter the equipment details and power requirements.

9. Click the button.
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Managing Device Ports

Navigate to: Configure>Ports
The manage ports feature provides the ability éswnall ov the
Digital Output Ports and Lock Ports configured ba system.

To view all Lock Ports select the Lock Ports frdm sub menu and
click the button. The port information is displayed the grid

format. ThelLive State column shows the current status of the port.

Right clicking this column

provides the ability to change the

current state of the port.

The Status column shows the control status of the port.

- Normal indicates the port is under control of tididyServer

rulebase
Override indicates the port has been overriddereméport
is in the Override state the port will ignore conmug from
PolicyServer until the Override condition is cledhre
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To change the State of a
port, right click the State
column and set the required
option.

To view all Digital Output Ports, select the Digdi@utput option
from the sub menu and follow the steps highliglstedve.

Using Devices In Policies

In general, policies are used to control the outppwutputs of one or
more devices. In an access control environment pacis are opened
or closed. A lighting scenario would see groupdigital or analogue
output ports of lighting controllers turned on &f. o

Any input to a device (digital or analogue) canused as an event to
trigger a policy. In addition card reads from aness control reader

can also be used as a policy trigger.

Policies can be triggered by a single

device or device port. However, it is more

usual, where more than one input is

required as a trigger, to group devices

together and use the group as a trigger.

For example in an access control scenario

where 3 doors are protecting a secure area

each reader could be configured to trigger

its own policy.
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This configuration would require 3 policies to @atthe area.

In this scenario it would be more usual to groupriaders together
and control the area with a single rule.

Device outputs (lock ports,digital or analoguepoi$) can be
grouped together and controlled in a similar manner
Policies and Groups are covered in more detadter Ichapters.
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CHAPTER 5

CONFIGURING USERS

Overview

User profiles are used to associate Users with #oeess control
credentials, audio tag and switch port referenbeyTare also used to
grant and define administrative rights to Policy&eand Remote
Console.

A profile is therefore required for each user reiqgi access to an
access controlled environment, each administrdtBiobcy Server
and each Remote Console user. Each profile cae atmess
credentials and grant rights to Policy Server anB&mote Console.
This section explains how to add, edit and deleterrofiles.

Adding User Profiles

A user profile contains a number of default pararsgtone of which -
Username is compulsory and needs to be a unique value. yolic
Server will check for a duplicate Username eacle tyou add a new
User.

Custom Fields can also be created (Custom Fietdsarered later in
this section)



Configuring Users

To add a new profile:

Navigate to: Configure>Users

The following default fields are available for data
Title: the Users salutation.
First Name: the Users first name
Initial:  the Users initial
Last name: the Users surname
Username: the Username - must be a unique value.

Password: used for granting access to Policy &rve
administrators and Remote Console users.

Description:

Telephone:  the Users telephone number

Email: the Users email address

PIN: PIN number associated with the User. Usedviior

factor authentication via a card reader with keypad
Audio Tag: used to associate an audio clip withUker.
Picture: used to store a picture in the datakssd
associate the picture with the User.

Switch Port:  used to associate an Ethernet Swibchvidth
the User.

IP Telephone Name: Not used in this version.

Enter data into any Custom Fields and click the button to write
the profile to database.
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Custom Fields

Custom Fields are available to allow you to creatgtomized user
profiles. There is no limit to the number of Custbralds a user
profile can contain.
To add a new custom field:

1. Click the hyperlink at the bottom of the page.

2. Click the hyperlink.

3. Select the data type for the new custom field,crstiare:

Date Provides an input in date format.

Time Provides an input in time format.

Alpha Numeric ~ Provides an Alphanumeric input.
Number Provides a numeric input.

Boolean Provides yes/no radio buttons.

DropDown List  Provides a DropDown list to be popeth
with data.

When a new DropDown list is being added it muspbpulated by at
least one entry at the time it is configured.
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Enter the name of the DropDown List, then beginirgithe items.
The example in Figure 3.6.2 shows the item Engingdreing added
to the ‘Department’ DropDown List.
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Bulk Administration

User profiles can be added or removed from theci?®érver

database usingasvfile. This option also allows smart cards to be
allocated to the user at the time of addition.
To use this facility:

Note !!

If you are importing card serial
numbers using the import facility
and the card number begins with a
‘0’. Take care to ensure that the
spreadsheet application has the
card number in the correct format|
In some cases spreadsheets can
format the data as a number and
the card number 01700001 will be
imported as 1700001. This will
result in a failed authentication

Navigate to: Credential>Import Cards

1. Compile a list of users to be added or deletezsuformat.
when the user presents the card to
a reader. The values available for the list are shown inheilable
Make_s_ure you format the ce_lls Fields object box. A sample list containing 3 users fortetht
containing the card number in as shown in the illustration (First Name, Last Name
such a way to ensure the card UserName, CSN) is shown below.
number is reproduced correctly in
csvformat.
John,Smith,j.smith,01600008
Andrew,Parrish,a.parrish,01600529
Peter, Walker,p.walker,01600002
2. Ensure the format of the list to be imported isfured by

selecting the options from thesailable Fields object box
and moving the to theelected Fields To Import object box.
It is important to ensure the order of the valgesarrect. The
left most column of the list must be the top maosthie
Selected Fields To Import.
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3. Use theBrowse button to select the file to be imported or
deleted.

4. Select how you want to use the data from the fahgw
options

Add / Delete users
Ignore duplicate users or update records
Add users to a User Group

5. Click the button to import the user profiles.
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Using LDAP to Import User Records

It is possible to import user profiles from a D@y Structure such
as Active Directory using LDAP.

In version 4.4 and below of PolicyServer this featprovides the
ability to import users only. There is currently support for
automatic synchronisation of users using LDAP.

To import users:

Navigate to : LDAP>LDAP Integration Settings

LDAP Account

Before you can connect to the corporate directoniynport user
details, you have to configure the account detail$olicy Sever to
gain access.

You must enter the Fully Qualified Domain Name (RQDor the
directory server and the username and passwottidaccount the
server will use.

The example in Fig 8.4hows a fictional server (DCO01) in a fictional
domain ACME.COM.

Click theUpdate button to write the settings to the database.

Automatic Synchronisation
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Not available in version 4.4.x
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Manual Import

The manual import option extracts user details ftbencorporate
directory and populates the user database in PSkeyer. Two
options are available.

Import all users

Import users from a particular OU

To begin the manual import click the link on the

LDAP settings page or navigate to the following @ag
Navigate to : LDAP>Manual LDAP Import

When theGet Available button is clicked the ‘Get All Users’ option
extracts all objects in the directory where thesobglass = person.
Each user is then compared to users configurdakifolicy Server
user database and not added to‘theilable Userdox.
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Users listed in thévailable Userdox are available for import into
Policy Server. Select the users you want to imaod add them to
Policy Server with the buttoric€ the Import To PS
button to write the details to the database.

If you want to nominate an OU to import users fremter the name
of the OU in the textbox and click tliget Available button. All users
in the selected OU and any OU below in the strigcéwe imported.
For example the Netgenium Users OU contains thergdm
engineering and managers OU’s.

The configuration shown in Fig 8would result in the users from
Netgenium Users, admin, engineering and managefs kdihg
imported.

To specify the admin OU, you would need to enterfthl path from

the O (organization) portion of the structure. diyentered

Netgenium Users.admin the textbox, only the users contained in the
admin OU would be imported
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Search For A User Profile

Navigate to: Configure>Users
Click the hyperlink.

Select a search filter, available search filtees ar
- All Users
First Name
Last Name
Username
Member of User Group
Date Created
Created By

Click the button.

The filtered list of profiles will be displayed. €Hollowing options
are available when you Right Click on a User;

List and modify the User Group membership.

Edit the profile.

Delete the profile.

View the picture associated with the User.
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Modify User Group Membership

Edit a User Profile

Selecting the List/Edit Group Membership option &auser displays
all configured User Groups. Group membership iscated with a
tick in the Member checkbox.

Group membership can be enabled by ticking the Merobeckbox
and removed by un-ticking the Member checkbox.rngkea are
written to the database by clicking the  button.

Change any of the default or custom fields ancka¢he button

to write the changes to the database.

Hyperlinks at the top of the page also allow yodaahe following:
Edit Group Membership (see Modify User Group Mershig
above)

Edit User Permissions

If a User is also an administrator of Policy Servieey need to be
granted administrative access. Access to the vagouafiguration
screens can be allocated by ticking the relevaatidbox and clicking

the button.

Access to Remote Client can also be allocatedarséime way. Use
the scroll bar to scroll to the bottom of the pagd enable the
features the User requires. Click the  button to write the

changes to the database.
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Edit Users
Biometric Credentials

Edit Users Card Allocation.
Users can be allocated an unlimited amount of cdtds this page to
add, edit and delete the Users access cards.
Edit the status of the Users existing cards bytragjbking the
card. This reveals the following options:
Mark the card as lost.
This options specifically denotes the card as labeen lost,
which suspends the card and allows alerts to begroad if
any attempt is made to use the card.
Suspend the card.
This option suspends the card however, the candtis
specifically marked as having been lost by the User
De-allocate the card from the User.
Removes the association between User and cardcartias
then returned to the pool of un-allocated cardsismdailable
for re-allocation to another User.
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To assign a card to a user, either;

Select the card from the drop down list and cllek Update button.
Or;

If you know the number of the card, place the cuocs@r the
dropdown list containing the unallocated cards laagin typing the
card number. A textbox will appear, typing the caminber and the
dropdown list will begin to select the card.

Click the button to write any changes to the database.
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Overview

CHAPTER 6

CREDENTIALS

Credentials are a function of the access contssheht of
PolicyServer, they enable a user to be identifie@blicyServer and
can take the form of a physical access card/fdiiamnetric data.
Providing the card readers can read the embeddkddmgy of the
card (or key fob), users can be allocated the ot&le and granted
access in a controlled environment. Equally thel caad can be used
as a trigger for any policy in the rulebase.

Users can also be assigned biometric credentiatsh Eser profile
can have upto 10 credentials.

Each credential can be nominated as either biocn&tdgess control or
assigned to a Biometric Function and used in haesscontrol
policies.
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Adding Cards and Key Fobs

Navigate to Credentials>Add Cards
There are 3 methods of adding cards to PolicyServer
1. Single card entry.

2. Batch entry (requires conectutive card serial nusjbe

3. Viaacsvfile.

Adding A Single Card

Enter the serial number of the card in Eheer first Card Serial No.
textbox.
Click theNext button.

Adding A Batch of Cards

This method requires you to have a batch of carttssnsecutive
card serial numbers. For example:

A batch of 100 cards with card serial numbers isigudt 01700001
and 01700100 would be entered by following method.

PolicyServer
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Add the first card serial number of the batchhieaEnter first Card
Serial No. text box. Then enter the last card serial numbéne
batch in theenter last Card Serial No. textbox.

Click theNext button. PolicyServer will add 100 cards to theays
numbered 01700001 through 01700100.

Adding Cards With a csv File
Cards can be added or removed from the PolicySdatabase using
acsvfile. This option also allows user profiles to Beeated to the

system.
Note !l

If you are importing card serial
numbers using the import facility
and the card number begins with & \5yigate to: Credential>Import Cards
‘0. Take care to ensure that the

spreadsheet application has the

card number in the correct format,

In some cases spreadsheets can

format the data as a number and

the card number 01700001 will be

imported as 1700001. This will

result in a failed authentication

when the user presents the card to

a reader.

Make sure you format the cells

containing the card number in

such a way to ensure the card

number is reproduced correctly in

csvformat.

To use this facility:

Compile a list of cards and or users to be addete@ted ircsv
format.
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The values available for the list are shown inAheilable Fields
object box. A sample list containing 3 users fotedts shown in
the illustration (First Name, Last Name, UserNa@8N) is
shown below.

John,Smith,j.smith ,01600008

Andrew,Parrish,a.parrish,01600529

Peter, Walker,p.walker,01600002
Ensure the format of the list to be imported isfigured by
selecting the options from thevailable Fields object box and
moving the to thé&elected Fields To Import object box. It is
important to ensure the order of the values isexbriThe left
most column of the list must be the top most inghé=cted
Fields To Import.

Use theBrowse button to select the file to be imported or delete
Select how you want to use the data from the falhgvoptions

Add / Delete users
Ignore duplicate users or update records
Add users to a User Group

Click the button to import the user profiles.
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Search For and Edit Card Records

Navigate to: Credential>Import Cards
Use the dropdown list to set the search critenalfe card you are
looking for and click thé-ind button.
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The details for each card are shown in grid forBatright clicking
the relevant column for the card you can changetidtes of the card.
The following options are available:

Card Serial Number

Card Notes
Notes can be added to the card record.

Delete
Removes the card from the database.

Card Status

The following optiona are available to
an allocated card:

Lost

Sets the card status to Lost. This

maintains the association with the user

but any attempt to use the card will

result in access being denied. Policies can becattdsend alerts
when a Lost card is used.

Suspended

Sets the card status to Suspended. This mainterasssociation with
the user but any attempt to use the card will taswdccess being
denied. Policies can be added to send alerts wisersjpended card is
used.

Expired

Sets the card status to Expired. This maintaing$iseciation with the
user but any attempt to use the card will resudtdoess being denied.
Policies can be added to send alerts when a Expaetlis used.

Card Notes
Notes can be added to the card record.

Delete
Removes the card from the database.
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Allocated To
These options are available to an
allocated card:

Allocate Cards To User:
Allows additional cards to be
allocated to the card holder

De-allocate Card:

De-allocates the card from the card holder. Thd camains on the
system and is available to be allocated to anatker.

Card Notes

Notes can be added to the card record.

Delete
Removes the card from the database.

Valid From

Sets the date the card is valid from.

Valid To

Sets the date the card expires.
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Allocate Credentials To Users

Once credentials have been added to the PolicySaatabase they
can be allocated to users by either editing the Bsefile (see
ChapterX, Configuring Users), or from the Credentials menu
Navigate to: Credential>Allocate Cards

Select the user profile you want to allocate a ¢arfdom the
dropdown listbox and click thépdate button.
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Select the card to be allocated to the profile ftbendropdown
listbox and click théJpdate button.
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Visitor Cards

Overview

A pool of cards can be created for allocation ®ters. No additional
policies are required for visitor cards, when aldarallocated to a
visitor access rights are granted based upon egiktser Groups.
When the card is returned to the visitor pool tbeess rights are
removed.

Adding Cards to The Visitor Pool

Navigate to: Credential>List Cards

1. List the card records

2. Right click theAllocated To column of the card record to be
added and seleétilocate To Visitor Pool
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Allocating Cards

Navigate to: Credential>Visitor>Allocate Card

Select the card to be allocated from the drop diistn

Enter the visitor's name and company details

Set the cards access rights by selecting one & iser Groups from
the Group Memberships list.

(Ctrl + Left Click to select multiple groups)

Click theUpdate button
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Returning Cards

Navigate to: Credential>Visitor>Allocate Card

Select the card number being returned
Click theUpdate button

When the card is returned, all access rights arekezl and the card
becomes available to be re-allocated.

PolicyServer

90 Administration Guide



Credentials

Biometric Credentials

Biometric data can be classified in one of two wayse default
classification is Access Control. Any biometricdeaith Access
Control classification will only trigger an accesmtrol policy. The
Access Control classification has two sub classiiims ‘User Access
Control’ and ‘Confirmation Finger’. User Access @ahis the
primary finger the user will present to the readfethe quality of the
read drops below a threshold and there is not éndata available to
identify the user, a Confirmation Finger may beuesied. At this
point the user presents a second finger to theerdad confirmation
of their identity.

The second classification is ‘Biometric Functiof’'Biometric
Function is an object in the database. Think ofarttric Function
in similar terms to a User Group. You create thenBtric Function
first of all, then add Biometric Credentials toTiis allows multiple
users to trigger a single policy with a biometead.
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To configure biometric credentials:

Navigate to: Credential>Biometric

1. Select the user from the dropdown list. Click bt button.

2. Select the classification for the credential agthtriclick the
finger you want to enrol. Seleénrol
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3. Select the Biometric Reader you want to perftren
enrolment from the dropdown list.

The selected reader will be placed into enrolmesderfor
approximately 30 seconds.

3. The user should now place their finger on the readieck
theNext button.

4. If the read was successful you will be asked teaethe
process twice more. The three reads are compackerkad
with the most data will become the template for the
credential.
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Biometric Functions

The Biometric Functions configuration page is asedsduring the
process for adding credentials for a usere(Fig }. Click the
Biometric Functions hyperlink.

Enter a name and description for the function diolt the Next
button.
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Overview

Group Types

CHAPTER 7

GROUPS

Database objects of a similar type can be groupgether for
inclusion in policies. In larger deployments th@dielp reduce the
complexity of the policy rulebase.

For example, in an access control scenario therasirator may
decide to group card readers in an area in a Ré&aaerp. Or,
speakers may be grouped in a Speaker Group todmaaeadio stream
broadcast from multiple speakers at the same time.

The rest of this chapter discusses the types afpgravailable and
how to add, remove and edit groups in PolicyServer.

User Group

User Groups are mandatory in access control s@naiuser must
belong to a User Group to be included in an accessol policy.
Users can belong to multiple user groups
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Card Reader Groups

Used predominantly in policies controlling acc&3ard Reader
Groups are used to group card readers protectiageznor building
with a single level of access with multiple readers

A card reader can belong to multiple groups.

Biometric Reader Groups

Used in a similar way to Card Reader Groups, Biom&eader
Groups contain biometric readers.

A biometric reader can belong to multiple groups.

Lock Groups

Used to control two or more doors in an accessrabahvironment.
Also used when unlocking doors with time schedules.
A lock controller can belong to multiple groups.

Speaker Group

Used to group speakers together to form a logioaézThe speakers
in the group can then receive a multicast audimanoement over
the LAN.

A speaker can belong to multiple groups.
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Digital Output Group

The Digital Output Group is most commonly usedghting control
rules. The outputs from lighting controllers aregelly grouped
together to control area lighting.

However, digital ouput ports from any Netgeniumduret, including
ALCO0808-IP Lighting Controllers, ASP700x-IP Speakand
ALK370x-IP lock controllers can be grouped togethed controlled
as a single entity.

Digital Sensor Group

The term Digital Sensor refers to an input devid wvo states, On
or Off. Typically this would be a sensor using dtvdree relay
contact to indicate its state, a PIR for example.

Where two or more sensors are required or inditetesame event
they can be added to a Digital Sensor Group.
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Configuring Groups

Navigate to: Configure>Groups

Select the type of group you want to configure.
Enter a name for the group.
Click the button.
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Search For / Edit Groups

Navigate to: Configure>Groups

Click the hyperlink in the top right hand corner of

the page.
Select a search filter and click the button. To list all Groups, click

the Find button with no search filter selected.

When you right click a row in the list of Groupsuwyget the following

options;
- List and modify the Groups members.

Clear the Groups members.

Edit the Group

Delete the Group
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Modify Group Membership

Select the List/Modify Members option from the Gpdist.

The database objects eligible to be added to tbegss shown. If an
object has a tick in the ‘Member ?’ column it imamber of the
Group.

Make the required changes and click the button.

Figure 6
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Overview

CHAPTER 8

SCHEDULES

When a rule is triggered by an input, a schedufebsaincluded in the
rule as a secondary check or reference conditidhe lparameters
defined in the schedule are satisfied the ruleb@aprocessed.

For example, you may wish to limit access to caréaeas of a
building to certain times of the day. You would figare a Time
Schedule and include it as a secondary conditigoim rule.

There are three classifications of schedule aviaiab
Day Schedules
Time Schedules
Date Schedules
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Day Schedules

A day schedule is a list of days of the week a izhalid for.
To configure a Day Schedule:

Navigate to Configure>Schedules

1. Select Day Schedule from the drop down list.

2. Type a name for the schedule, the name shoulshiogeie and
describe the schedule you are configuring.

3. Click theNext button to add the schedule to the database. In
its current state the schedule is blank. You neexit the
required days.
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4. Click theEdit Schedulehyperlink to add/remove days from the
schedule.

5. Select the days of the week that are valid forstteedule.
These will appear white on green on the page.

6. Click theUpdate button to write the schedule to the database.

7. Toremove days from the schedule, click the daywant to
remove. It will change colour from white on greerttie page
defaults.

8. Click theUpdate button.
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Time Schedules

Time Schedules identify the times of a day the isilealid for.
To configure a Time Schedule:
Navigate to Configure>Schedules

1. Select Time Schedule from the drop down list.

2. Type a name for the schedule, the name should ineeiand
describe the schedule you are configuring.

3. Click the button to add the schedule to the database. In its

current state the schedule is blank. You need dafae required
times.
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Click theEdit Schedulehyperlink to add the required blocks of time
to the schedule.

The Edit Schedule page shows a time bar. To adcethered time
block to the schedule, move the time bar to sh@b#ginning of the
time block you want to add. The time bar can be edosither by left
clicking on the brown, graduated section of thedrad dragging, or
by using the buttons.
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To add the block of time, left click on the stamé in the grey
portion of the time bar and drag the cursor toetheé of the time
block. When you release the mouse button, the gorgd period will
appear green.

Click theUpdate button to write the schedule to the database.
To remove a time block. Left click on the blockit® removed and
drag the block outside of the time bar. When ydease the mouse
button the time block will be removed from the ale. Click the
Update button.
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Date Schedules
Date schedules allow you to specify a group ofslated include

them in rules.
To configure a Date Schedule:

Navigate to Configure>Schedules
Select Date Schedule from the drop down list.

Type a name for the schedule, the name should ineeiand
describe the schedule you are configuring.

Click theNext button to add the schedule to the database. In its
current state the schedule is blank. You need dalael required
times.
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Click theEdit Schedulehyperlink to add the required dates to the
schedule.

The Edit Schedule page shows a calendar. You ecmfgpvhether
the schedule is for a specific year, or whethersttteedule is valid
year after year. The example we are using is waat after year. To
specify a single year only tick the Specify Yeheckbox and select
the year.

Select dates by left clicking on them. You can &ateultiple dates by
left clicking on the first date an dragging the rmewver the required
dates. Dates included in the schedule have a dr@gmround.
Click theUpdate button to write the schedule to the databas

To remove dates from the schedule, left click thedthe background
will return to the default colour. Click tHeépdate button
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Overview

CHAPTER 9

CONFIGURING OBJECTS

PolicyServer features a collection of configuratibgects, which exist
as logical entities in the database.

When configured the objects can be manipulateddbigyServer and
used to trigger a policy or as a test value foolacp.

The objects fall into one of three catagories:

1. Timer — a preset integer value, deprecated evegnsk

2. Counter — an integer value
3. Boolean — either on or off
The available objects are listed below.

Timer
Alarm
Switch
Level
Counter
Area
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Configuring Objects
Navigate to: Configure>QObjects

Select the object type you wish to configure frém drop down list
and enter a name in th&bject Name textbox. Timer objects will
require an initial value entering.

Click theNext button.
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Editing Objects

Navigate to: Configure>QObjects
Click theFind and List Objects  hyperlink and the top right hand

corner of the page.

Select a search filter and click the button. To list all Objects, click
theFind button with no search filter selected.

Right-click the object to be edited. The optiongdtit, delete or
change the state of the object are available.
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Using Objects In Policies

Logical objects are a flexible addition to the ®aVailable when
designing a system. Logical objects can be usédger a rule or as
a test value when a rule is triggered by anothenev
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Overview

CHAPTER 10

ZONES

Zones are a used as a method of tracking useh asdve around a
building or campus.

Once configured a zone exists as a logical entialicyServer. The
zone then acts as a logical border between twsakédee any border,
the zone needs entry and exit points. These takfotim of readers,
you must nominate readers to log you in and otih@zone. We call
these readers Border Readers.

You also have the option to nominate Internal Resattethe zone.
These are the readers within the zone boundarjydirg the Border
Readers. When Internal Readers are nominated, ystilme logged
into the zone to be authenticated by an InternaldReof the zone.
Therefore, if a user ‘tailgates’ through a doortpoted by a Border
Reader and is therefore not logged into the zdwey, Wwill not be
authenticated by any Internal Reader until thetyrreto a Border
Reader and authenticate themselves.

Once zones are configured two other features, Rasisback and
Zone Hierarchy are available for configuration. S&éeatures are
covered in more detail later in the chapter.
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Zone Hierarchy

Zones can be nominated as Root Zones or Child Zdmes allows a
hierarchical structure of zones to be created.

The structure will support an un-limited numbeRafot Zones. If a
hierarchical structure is not required, every zeneuld be a Root
Zone.

Where a hierarchical structure is required the Rawte(s) form the
top of the structure(s). The second layer in tleednchy is formed by
Child Zones, whose parent zone is the Root Zongar&nt can have
an un-limited number of Child Zones. In the illadion below; Zonel
is a Root Zone, Zone2 is a Child Zone of Zonel Amke3 is a Child
Zone of Zone2.
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Anti-Passback

The Anti-Passback feature is designed to preveiseafrom letting
more than one person into a zone. Once a usemba®e a zone they
must leave the zone before re-entering.

Anti-Passback will prevent a user from authenti@athenselves and
passing the card to a second person for autheoticat
Anti-Passback is applied at zone level and requead in and read
out Border Readers.

Enforce Zone Hierarchy

Fire Zone

Internal Readers

This feature prevents a user from entering a cuolte without
authenticating at the parent.

The Fire Zone feature enables a Fire Report taubérrthe event of a
fire alarm (fire alarmmust be integrated with ALKEB?).

Card readers can me nominated as internal reaflarsame. When
this is the case the internal readers cannot b wsdess the user has
authenticated against the Border Reader of the.zone
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Configuring Zones

Navigate To: Configure>Zones>Edit Zones

Enter the name of the Zone to be added. Click\the button

If this is the first zone configured on PolicySaritewill

automatically be entered as a Root Zone. When gulbs¢ zones are
configured you have the option of nominating theeas a Root
Zone or a Child Zone.

When Root and Child Zones are configured a hiereatistructure is

formed.
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Editing a Zone

Navigate To: Configure>Zones>Edit Zones
Click theFind and List Zones hyperlink. Click the Find button to
search for all zones or use the search filter ogtio

The zones are displayer in a grid. Right clickimgaozone gives you
the option to Edit the zone, assign Internal Reattethe zone or

delete the zone.
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Edit the Zone

Editing the zone allows you to assign Border Reattefog users in
and out of the zone, apply Fire Zone, Anti-Passlaaxk Enforce
Hierarchy features.

Click theUpdate button to make the changes permenant
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Assign Internal Readers

Select the Internal Readers for the zone and ttiek)pdate button.
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CHAPTER 11

AUDIO

Overview

The ability to stream audio over the network ig klement of the
PolicyServer rulebase. This feature enables arodileito be unicast
or multicast to one or more of the ASP700x-IP fgmoil speakers and
certain IP telephone handsets.

A policy in the rulebase can stream audio from>xeraal trigger or
time schedule.

Audio can be stoed in WAV format or announcemeats lwe
recorded on the server using Cisco IP telephonddedin
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Storing Audio Files
WAV Files

Audio files in WAV format can be uploaded to theves using the
following method:

Navigate to: Audio>Upload WAV Files

Note !!
Only WAV files sampled
at 8Khz are supported.

Use theBrowse button to locate the WAV file to be uploaded. &lic
theUpload button to save the file in the database.
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Build An Announcement

Navigate to : Paging>Create Announcements

1.
2.

Enter a name for the announcement.

Select the first step of the announcement frondtopdown list.
The audio steps are colour coded, system chimegdye
‘devicenames’ and ‘usernames’ are dynamic valudscatoured

blue. Click the button to add the step.

Continue to add audio steps until the announceiser@mplete.

You can alter the order the audio clips in the ameement by
highlighting the step and moving up or down witk tip/down
buttons.

Click theSave button

The announcement in Fig 5.2 will play a chime, pag@® sound) for
1 second, play the pre-recorded audio clip cakeauid’, play the
user’s name, play the audio clip called ‘Pleaset&cirReception’.
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Search For An Announcement

Either navigate to: Paging>List Announcements

Or from the Create Announcements page, click tke
Announcements hyperlink.

1. Select a filter for the search. There are threer§l

Announcement Name — the tag assigned to the alidio ¢

Were Created On — the date the announcements were
recorded

Were Create By — the name of the administrator erkated

the announcement.
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2. Click theFind button (if no filter is applied all audio clips Wbe
shown).

Right click on a announcement record, 3 optionsaaeglable:
- Show Detail — Shows the configured steps of the
announcement

Edit Announcement — Allows you to edit the audiepst of an
announcement.

Delete Announcement — Allows you to delete the
announcement.

Right click on an announcement record, 3 optioesaaailable:
- Show Detail — Shows the configured steps of the

announcement
Edit Announcement — Allows you to edit the audiepst of an
announcement.
Delete Announcement — Allows you to delete the
announcement.
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Overview

CHAPTER 12

POLICIES

The heart of PolicyServer is the rule base. The balse is a
collection of rules or policies configured on Pgierver that control
how a building performs by controlling Netgeniunvides in the
building.

Each rule consists of a single or multiple inpigger events. When
the input triggers are satisfied the output eventéslared in the rule
are carried out.

Policies can either be triggered by events (fong{a an access
control card read, a PIR activation or switch pressan be time
based.

This section describes how to configure and lidicpes.
A description of triggers and events is providedhinular form in
Appendix B. Sample policies are provided in Appanili
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Configuring a Policy

Navigate to : Policies>Add Policy

1. Select the type of input that will trigger the réilem the ‘Filter
Trigger Type’ drop down list.

2. Select the trigger from the Select Trigger Conditilvop down
list. In this example we are selecting a card rfeawh a Reader
Group. Click the  button

3. Select the Reader Group from the drop down listcic# the
button.
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4. Once the initial trigger has been selected thdligéace in the
policy builder will then decide the configuratidow and the
options available to you. As this is an accessrobirtput you are
prompted to select a User Group. Select the Useufisyou are
targeting and click

5. You will then be prompted to enter an operator. Glhaces are:

AND if you select AND the policy builder will prontgyou to enter
another trigger condition, which must also haveuoed in order for
the rule to be processed.

OR if you select OR the policy builder will promyatu to enter
another trigger condition which, if true, can bedisnstead of the
trigger you configured in step 3 to trigger theetul

THEN if you select THEN the policy builder will pngpt you to enter
an instruction to be carried out when the triggardition(s) have
been satisfied.

6. Complete the trigger condition then select the THifdrator.
This will prompt you for an event. As this is arcass control rule
we will choose to send an ‘open timed’ commancdtreaders
associated lock (default lock).
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7. The policy builder will then prompt you for anothmerator.
Here you are given the choice to enter anothertevith the
ALSO operator or to complete the policy with th&lF[SH
operator.

8. Complete the event configuration and select thd$HNoperator
and click the I"  button.

9. Enter a name and description for the policy.
Click the # button
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Listing Policies

Navigate to: Policies>List Policies
1. Enter a search filter for the rule and click the button. To list

all policies click the  button with no search filter.

2. The policy name and description fields will be sinow right
click on the policy will give you the option to shdhe text of the
policy or delete the policy.

Right clicking on a policy will give you two optisn
Show Detail. This option will display the rule asvas entered
into the database. All triggers and Events are show
Delete. This option will delete the policy from thde base.

It is not possible to edit a policy. If you wantdbange the policy,
you will have to delete the original and re-entex amended version.
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CHAPTER 13

REPORTS

Overview

The Reports feature generates custom reports ofateity. The
reports are configured within the viewer; the dada be filtered by
user, card reader, date and time.

Each report is presented on the screen in tabodardt, in addition
the report can also be emailed or a hard copyeofeport printed.

The rest of this chapter describes the types afrtegvailable and

how to configure each one.
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Types of Report
User Report

This provides a report of user activity over a gedined period of
time. Reports can be configured for all users ensystem, for
individual users on the system, for all users single reader or for a
single user at a single reader.

To configure the report:

Navigate to: Reports>User Reports>Users Activity

The default settings will produce a report forueers across the
entire system for the current date. By selectirfiigidint options on
this page you can customize the report.
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The time span of the report can be altered by Setea start and end
time and date for the report.

The report can be restricted to the activity oingle user by selecting
the username from thiectivity of User dropdown list. Alternately the
report can feature the activity of all users thimagsingle reader by
selecting the reader from thetivity at Reader dropdown list

By changing the operator to the report can be

restricted to the activity of a single user atregke reader.

The operator can be changed with a left click efrttouse button.
The report can be presented in one of three ways.
1. Screen only.
The report data is presented in a HTML page viawithé
browser.

2. Printed.
A hard copy of the report can be printed to a priconfigured on
the server (see Chapter 1). The report is alsepted in the
browser.

3. Emailed.
The report can be emailed as an attachment tacemkail
address. The server must be configured to relayl®tnaan
SMTP server (see Chapter 1). The report is alseepted in the
browser.
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User Group Membership

This report provides the users currently configured User Group.

To configure the report:

Navigate to: Reports>User Reports>User Group

Membership

To view a report of the members of a User Group:

Select the User Group from tRéow Members of this

Group dropdown list.

Alternatly you can select a user from thieow Group Membership

for this User dropdown list.

The report can be presented in one of three ways.

1. Screen only.
The report data is presented in a HTML page viawithé
browser.

2. Printed.
A hard copy of the report can be printed to a priconfigured on
the server (see Chapter 1). The report is alsepted in the
browser.

3. Emailed.
The report can be emailed as an attachment tacemkil
address. The server must be configured to relayl®tnaan
SMTP server (see Chapter 1). The report is alseepted in the
browser.
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Time & Attendance

Although PolicyServer is not a Time and Attendasgstem, this
report can be configured to provide the first aast card read for a
group of users over a 24 hour period.

To configure the report:

Navigate to: Reports>User Reports>Time&Attendance
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1. Select the User Group the report is to based umon the
Report for User Group dropdown list.

2. Select the duration for the report from theport Duration
dropdown list.

3. Select the start date of the report.

The default configuration will provide a report fve 24 hour period
00:00 to 23:59 of each day. If the 24 period spaithight, drag the
purple slider to indicate the start and end ofafénour period.

To drag the slider position the cursor over the bald the left mouse
button and drag to the desired position.

The report can be presented in one of three ways.

Screen only.

The report data is presented in a HTML page viawithé browser.
Printed.

A hard copy of the report can be printed to a pricobnfigured on the
server (see Chapter 1). The report is also pres@mtde browser.
Emailed.

The report can be emailed as an attachment tagemlail address.
The server must be configured to relay emails t8ITP server (see
Chapter 1). The report is also presented in thevézo.
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Guard Tour

The Guard Tour report is similar in style and cguafation to the
User Activity report. The data for this report tered in another
location to the User Activity data.

Unlike User Activity data, Guard Tour data is notlected by
default. Before PolicyServer will collect Guard Talata a policy,
similar to that shown ifrigure 11.5must be added.

To enable the policy shown Figure 11.5to work, two additional
groups were added to policy server.
1. The Reader Groupll ReadersAny readers included in the
Guard Tour route would be added to this group.

2. The User Groug\ll Guards All security guards would be
added to this group.

With the groups and the policy configured as shamy, member
of theAll GuardsUser Group will have their activity logged and
presented in a Guard Tour report.
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To configure the report:
Navigate to: Reports>User Reports>Guard Tour

Like the User Activity report the users featuredha report can be
selected from théctivity of Guard dropdown list. Likewise the
activity at a reader can be listed by selectingiftbeActivity at
Reader.

The time span of the report can be altered by 8etea start and end
time and date for the report.

The report can be presented in one of three ways.
1. Screen only.
The report data is presented in a HTML page viawithe
browser.

2. Printed.
A hard copy of the report can be printed to a print
configured on the server (see Chapter 1). The tépaiso
presented in the browser.

3. Emailed.
The report can be emailed as an attachment tac ekl
address. The server must be configured to relayl®tnaan
SMTP server (see Chapter 1). The report is alseepted in
the browser.
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Tracking

The Tracking report uses the zones configured iap@r 3 to provide
real time information of a user’s location in a gars environment.
To use Tracking effectively card readers shouldé@oyed on both
sides of the entrance/exit doors of each zone. fbhtgs users to use
their access credentials to enter and leave eawh zo

To use Tracking:
Navigate to: Reports>Tracking

To view a user’s location in the campus, selecuger from the-ind
Location of User dropdown list and click the  button.

To view the users in a zone select the zone franmVitimitor Users
in Zone. Click the button.

Events

The Events report displays the events that haverceat on end
devices.

Navigate to: Reports>Events
Events can be filtered by selecting one of theofeihg filter options

All Events
Event Type
Description
Date

Select a filter from th&ind Events dropdown list. Click the
button.
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Fire

If a zone has bee configured as a Fire Zone (sept€h3), a policy
can be configured to trigger a Fire Report to betpd when
PolicyServer is notified of a fire condition.

This option shows the status of each Fire RepohieMa fire
condition occurs, the report is activated anddfuieed a report of the
users currently in the zone can be printed. Oneedhort has been
activated, it must be manually reset.

To reset the report:

Navigate to: Reports>Fire
Right click on the report and reset.

PolicyServer
143 Administration Guide



Integration

Biometric

CHAPTER 14

THIRD PARTY INTEGRATION

Biostore

Biostore provide a central database for biometiadeliminating the
need to maintain multiple biometric databases aocddferent
applications.

The Biostore Primary Server acts as a master dsgabach
application hosts a Biostore Seconday server, wikicipdataed from
the primary.

Netgenium Integration

The Biostore Secondary server is usually instadiedhe
same physical server as PolicySever and receivdstes from the
primary. PolicyServer is configured to compareugsr records with
the secondary server. PolicyServer is updatedyifchanges have
occurred.
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Biometric readers authenticate against the Policyeg@latabase in
the usual way.

Configuring PolicyServer

Navigate to: Integration>BioStore>Setup

A user account is for PolicyServer to use is regfion the 1D
Manager before configuration can be completed.

To complete configuration enter the following infaation:

IP Address of the Biostore Secondary server (thissually the same
IP Addresss as PolicyServer but it can be installed separate box).

TCP port the update session will use.
User account and password.

Select the template type required.

Enter the desired update frequency (sec).
Enable the Biostore Service.

Click theUpdate Button.
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Biostore Status

Navigate to: Integration>BioStore>Status

This page shows status of the Biostore integratibin PolicyServer.
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Video

Milestone Systems

Milestone XProtect is an open platform IP Video Mgement
Solution. The Generic Events feature of XProteon®the basis of
the integration with PolicyServer.

The camera database of Xprotect is imported intwy®erver. Each
camera then exists as an object in the databasesange used in
policies. Cameras can be referenced directly bigieslor device
associations can be formed to create an impliedioalship between
devices.

When PolicyServer requests video to be recordedreef Event is
created on the fly and sent to XProtect. XProtegstrbe pre
configured to react to the received event.
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Configuring PolicyServer

Navigate to: Integration>Video CCTV>Milestone Syste ms

Before configuration can be completed a user adcowst be
available on XProtect for PolicyServer to use. @bheount must have
access to all cameras.

To import the camera database:

Enter the IP address or DNS name of the MilestolReodect server.
Enter the username, password and the tcp poretiwerss configured
for.

Click the Update button to submit the details to database.

Click theGet Available button. The camera records from Milestone
are listed in the box labelled Available Camerasy B8amera name
already imported is removed from the box.

Select the cameras you want to import into thedyderver and add
the to the Imported Cameras box with the button.

Click the Import To PS button to write these camméoathe database.
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To remove cameras from Policy Server:
Select the cameras to be removed in the Importede@es box and
remove them with the button.

Click the Import To PS button to write to the datsd.

Using Access Control Events to Record Video

When specific events occur within PolicyServesipossible to send
an event to XProtect ImageServer and configure &8agver to act
upon that event.

The events are transmitted from PolicyServer Tooxdut
ImageServer on either TCP or UDP, this is configledy the
Milestone Event Port.

Before PolicyServer will send an event to XProtgmi must
configure it to do so in a policy. The steps tofauring the policy
are shown below:

Configuring a Policy

1. Import the cameras records into PolicyServer (SaavA).

Make Device Associations between readers and césrese
Chapter 4)By doing this you are teaming together a readdraa
camera, then if a policy issues the ‘Record Videsiliuction after a
card read, PolicyServer will lookup the associaiaehera for the
reader and send the instruction for the appropdateera to XProtect.
Configure a policy to send the instruction

In the policy shown below in Figure 9.1.2 the instron to record
video has been added as an additional instruatiting event of a
card being authenticated (the primary instructiemd to open the
associated lock controller for a period of time)
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The result of this policy would be the lock openfoga period of 5
seconds and an event sent to XProtect, which wellkcbnfigured to
spin a camera to a PTZ preset and/or record viditin XProtect.

If you wanted to record from a camera other thanatbsociated
camera or you haven't configured an associated @afoethe reader.
You will have to the select the Record Video Froam@ra option
when configuring the policy. You will then be askedspecify the
camera from which the video will be recorded.

Generic Event Format

When recording video via Generic Events, XProtequires an event
to start recording and a second event to stop deapr

To facilitate this PolicyServer sends a ‘start’ eivand a ‘stop’ event
for each instruction.

The format of each event is:

Start Event

[camera_name]=record_start

e.g.

Axis 214 Netgenium Demo Room Camera 1=record_start

Stop Event

[camera_name]=record_stop

e.g.

Axis 214 Netgenium Demo Room Camera 1=record_stop
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If a card read is authenticated by the rule shawfigure 9.1.2he
following events would be sent to XProtect fromiBgberver on
TCP port 1234 as configured in Figure 9.1.1

[Axis 214 Netgenium Demo Room] Camera 1=recordt star

100ms

[Axis 214 Netgenium Demo Room] Camera 1=record_stop

100 miliseconds after the start event the stoptagesent. Milestone
uses the pre and post recording feature to recosdrder of seconds
before the event and a number of seconds aftextiet.
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PoE Management

Overview

One of the configurable parameters of a User @adifSwitch Port’,
indicating the Ethernet port the User normally usesonnect to the
network. This provides the opportunity to conttot status of
network ports according to building occupancy.
When configured correctly a Users switch port carebabled or
disabled when they authenticate at a pre-deternrizedker.
This has two major benefits;

1. It provides an additional element of physical netngecurity

by dynamically shutting down unused ports.

Where the port has POE capability and is used teepa device, a
phone for example. Energy savings can be demoedteat the device
is powered only when the user is in the building.

To control switch ports in this way, you need teate an object in the
Policy Server database representing each switclpenvide a
correlation between each user and their port. Yea @eed to assign
a card reader to enable the port and a card réa@sable the port.
Switch Groups are used to make the associationdeetReaders,
Users and Switch Ports. Typically, a Switch Grasipanfigured per
building and switches added to the Switch Grou@dees are the
assigned as ‘Read In’ and ‘Read Out’ devices fergtoup. Then,
when a User authenticates against a ‘Read In’ eatROut’ reader,
providing the Users Switch Port is in the Switclo@y the Readers
are associated with, the Users Switch Port is exat disabled.

No explicit rules are required in the rulebaserarpiired, this feature
relies on the implied relationship between the Resdnd Switch
Groups and the Switch Port parameter of the Useiffig
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The rest of this section describes the configungpimcess.

Adding A Switch To Policy Server

Navigate to :Integration>POE Management>Switch
Configuration

Then choose the switch manufacturer, in this exam are going to
add a Cisco 3560 24 PS with a standard image.
1. Select the model of switch to be added.

2. Enter a name for the switch.

3. Enter the IP address of the switch The Usernamédasdword
fields require a username and/or password witletelncess to
the switch and r/w privileges. Enter the ‘Enableddopassword.
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A record of the switch should now be in the datalmsd each port on
the switch should be available for allocation terss
To add additional switches repeat steps (1 — 5yabo
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Listing Configured Switches

Navigate to :Integration>POE Management>General
Configuration

Click the Find and List Switches hyperlink.
Select a search filter, available search filtees ar

All Switches
Switch Model
Switch Name
Date Created
Created By

Click the Find button.

The filtered list of switches is displayed. Theldaling options are
available when you Right Click on a switch;

Browse to the switch

List and Edit Group Memberships for the switch (Seetch
Group Membership later in this section)

List Switch Ports of the switch

Edit the Switch details

Delete the Switch
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Selecting the List Switch Port option displaysddlthe ports
available on the switch.
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The following options are available when you Rigiitk on a row
- Browse to switch
Edit the assigned Users profile
Turn POE On/Off on the port
Clear the User association for the port

Switch Group Membership

Selecting the List/Edit Group Membership option &switch
displays all configured Switch Groups. Group mersbgris
indicated with a tick in the Member checkbox.

Group membership can be enabled by ticking the Merabeckbox
and removed by un-ticking the Member checkbox.ngkea are
written to the database by clicking thedate button.
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Assigning A Switch Port To A User

This is done by setting the ‘Switch Port’ paramétethe Users
Profile (See Chapter)3
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IP Telephony

Cisco Call Manager

Overview

PolicyServer has the ability to interact with CiscGallManager in a
number of ways. The most basic integration seefligyRerver
emulate a Cisco telephone handset, which enables/8erer to be
called from an existing handset and announcemeriis tecorded.
The more advanced integration allows pre-recoraeancements to
be paged to both Netgenium speakers and Cisco éisncigpable of
hands free operation. Live announcements can alswdadcast from
handset to speakers and phones.

Configuring PolicyServer

Navigate to :Integration>IP Telephony>Cisco
CallManager>CCM Configuration

The configuration page has options to setup phandagion for
incoming calls, this feature is used to record ameements to the
PolicyServer database. The emulation is restriciedsingle device,
this restricts the number of concurrent incommialisdo one.
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The second option on this page allows Voice Maitgto be setup
between CallManager and PolicyServer. The VM ploatsdle
outbound voice calls i.e. scheduled and live annements made to
speakers and handsets.

Multiple VM ports can be setup, enableing multipncurrent
announcemets to be made.

Phone Emulation

This example explains how to configure PolicySeteeemulate a
7902 handset.

Enter the IP address of the CCM Subscriber PolioySavill register
with in theCCM Server IP Address textbox.

Enter the name PolicyServer will register with. § bsually consists
of [SEP][MAC Address] where MAC Address is the MA&Gdress of
the server. This name must be unique and must ntiacbevice
Name setting in the CallManager configuration.

Select the phone type to emulate.

Enable the registration and restart the NetgenRimdervice and the
Netgenium AB service.

A handset matching the above settings must be gunefil on
CallManager before PolicyServer will register cothg
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Voice Mail Port Emulation

Each Voice Mail Port configured enables a singlebmund
connection over which live or scheduled broadceatsbe made.
Therefore with 8 Voice Mail Ports it is possibleitave 8 concurrent
announcements playing to 8 different zones.

The Voice Mail ports must be configured on CallMgerabefore
PolicyServer is configured. The example below @perts.

The example above shows the Voice Mail Ports in Klahager
configured with a Device Name of

Netgenium1-VI1 — Netgenium1-VI8

There are 8 Voice Mail Ports configured in total.

With the CallManager configuration in place, onlotparameters
require configuration in Policy Server.

VM Port Prefix — The pre *-* portion of the Devidéame configured
in CallManager. In this example the prefix is Netigenl

VM Ports — The number of VM Ports configured, irstexample, the
number is 8.

Stop and start the NetgeniumAB service and the éfetgnIPT
service.

CCM Management & Application Users

The application and management user accounts gueed to import
phone records from Call Manager. Both accounts Ishoe
configured on CallManager. It is important the aion user is
granted control of all the phones to be imported PolicyServer and
the management user must have a minimum of CCMrBgpe
rights.
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Importing Phones

To enable phones to be used, phone records musipoeted into the
PolicyServer database from CallManger.

Ensure the application and management user accarmgetup
correctly.

Navigate to: Integration>IP Telephony>Cisco CallMan ager>
CCM Phone Import.

Click thelmport button
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Notel!!

Take care when deleting
audio streams, make sure
the audio to be deleted is
not used by any Paging
Messages

Recording Audio

Navigate to: IP Telephony>Cisco Call Manager>CCM Au dio
Recording

This page has 3 panels:

Softphone
Audio recording
Audio library

The softphone panel shows the image of a Cisco ph6fhe and a
numeric keypad. If the server is registered anddeas allocated a
directory number, this is displayed under the im&jeuld you wish
to dial an extension from the server, you can eitled the number
with the numeric pad or type the number in theldextand click the
green off-hook button.

To answer an incoming call, click the green off-kdatton.

To cancel any call, click the on-hook button.

The audio panel allows you to pre-record announoésnd@he audio
source for the recordings is extracted from theixexleg of the call
made to Policy Server.
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During recording the audio stream is saved to gteary buffer, to
allow playback. The stream can be tagged and Javbé database.

The audio library lists the recording stored in da¢abase. If you

right click a record in the library you are givdretoption to play the

audio stream (you must have a phone call to theessetup. The

audio is played to the calling handset.), or deile¢eaudio stream.

To record an announcement:

Ensure Policy Server is registered with CCM

1. Call the directory number assigned to Policy Sefnam an IP
handset.

2. Press the record button and record the announcement
3. Playback the message to the handset if required
4. Name the audio clip and select an audio type.

The audio clip can be tagged as one of four ayglies, these are:

User

Device
Announcement
Warning

The User tag is usually used to tag a usernams.élfables the audio
clip to be assigned when a user is configured ersyistem.

The Device tag is usually used to tag a device ndims enables the
audio clip to be assigned when a device is condigum the system.
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